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Summary
This report presents research work performed under the contract No. F30602-00-1-0515 with the
Air Force Research Lab, Rome, NY. This report consists of five chapters, each containing
introduction, numbered equations, simulations, figures, conclusion, and references.

In Chaper 1, we consider interference suppression and multipath mitigation in global navigation
satellite systems (GNSS). In particular, a self-coherence anti-jamming scheme is introduced which relies
on the unique structure of the coarse/acquisition (C/A) code of the satellite signals. Because of the
repetition of the C/A-code within each navigation symbol, the satellite signals exhibit strong self-
coherence between chip-rate samples separated by integer multiples of the spreading gain. The proposed
scheme utilizes this inherent self-coherence property to excise interferers that have different temporal
structures from that of the satellite signals. Using a multi-antenna navigation receiver, the proposed
approach obtains the optimal set of beamforming coefficients by maximizing the cross-correlation
between the output signal and a reference signal, which is generated from the received data. It is
demonstrated that the proposed scheme can provide high gains towards all satellite signals in the field of
view, while suppressing strong interferers. By imposing constraints on the beamformer, the proposed
method is also capable of mitigating multipath that enters the receiver from or near the horizon. No

knowledge of either the transmitted navigation symbols or the satellite positions is required.

In Chapter 2, we investigate the mitigation of frequency modulated (FM) interference in GPS
receivers. In difference to commonly assumed wideband and narrowband interferers, the FM interferers
are wideband, but instantaneously narrowband, and as such, have clear time-frequency (t-f) signatures
that are distinct from the GPS C/A spread spectrum code. In the proposed technique, the estimate of the
FM interference instantaneous frequency (IF) and the interference spatial signature are used to construct
the spatio-temporal interference subspace. The IF estimates can be provided using existing effective

linear or bilinear t-f methods. The undesired signal arrival is suppressed by projecting the input data on



the interference orthogonal subspace. With a multi-sensor receiver, the distinctions in both the spatial and
time-frequency signatures of signal arrivals allow effective interference suppressions. This chapter
considers the deterministic nature of the signal model and utilizes the known underlying structure of the
GPS C/A code. We derive the receiver SINR under exact and perturbed IF values. The effect of IF
estimation errors on both Pseudo-range measurements and navigation data recovery is analyzed.
Simulation results comparing the receiver performances under IF errors in single and multi-antenna GPS

receivers are provided.

In Chapter 3, we continue to address the problem of suppressing the nonstationary interference.
Combined spatial and time-frequency signatures of signal arrivals at a multi-sensor array are used for
nonstationary interference suppression in direct-sequence spread-spectrum (DS/SS) communications.
With random PN spreading code and deterministic nonstationary interferers, the use of antenna arrays
offers increased DS/SS signal dimensionality relative to the interferers. Interference mitigation through
spatio-temporal subspace projection technique leads to reduced DS/SS signal distortion and improved
performance over the case of a single antenna receiver. The angular separation between the interference
and desired signals is shown to play a fundamental role in trading off the contribution of the spatial and
time-frequency signatures to the interference mitigation process. The expressions of the receiver SINR

implementing subspace projections are derived and numerical results are provided.

In Chapter 4, we study the performance of the delay lock loops (DLL) in GPS receivers in the
presence of impulsive noise. The use of GPS has broadened to include mounting on or inside manned or
autonomous vehicles which makes it subject to interference generated from motor emissions. Many
sources of interference are typically modeled as impulsive noise whose characteristics may vary in terms
of power, pulse width, and pulse occurrences. In this chapter, we examine the effect of impulsive noise on
GPS DLL. We consider the DLL for the GPS Coarse Acquisition code (C/A), which is used in civilian
applications, but also needed in military GPS receivers to perform signal acquisition and tracking. We

focus on the statistics of the noise components of the early, late, punctual correlators, which contribute to



the discriminator error. The discriminator noise components are produced from the correlation between
the impulsive noise and the early, late and punctual reference C/A code. Due to long time averaging, these
components assume Gaussian distributions. The discriminator error variance is derived, incorporating the
front-end precorrelation filter. It is shown that the synchronization error variance is significantly affected

by the power of the received impulsive noise, the precorrelation filter, and the sample rate.

Finally, an anti-jam GPS receiver which suppresses interference by projecting the received signal on
the noise subspace obtained via subspace tracking is proposed in Chapter 5. The resulting interference-
free signal is then processed by a beamformer, whose weight vector is obtained by maximizing the signal-
to-noise ratio at the beamformer output. It is shown that the proposed receiver can effectively eliminate

interfere and enhance the GPS signals at the receiver output.



Chapter 1
A Novel Interference Suppression Scheme for Global
Navigation Satellite Systems Using Antenna Array

1. Introduction

Satellite navigation is a tool to determine position, velocity, and precise time world wide. A navigation
receiving device determines its three dimensional position plus time by measuring the signal traveling
time from the satellite to the receiver (the so called pseudorange due to the clock offset at the receiver)
[1]. The generic name of the satellite navigation systems is Global Navigation Satellite System (GNSS).
Currently, there are two operative navigation systems, one is Global Positioning System (GPS) of the
United States and the other one is Global Navigation Satellite System (GLONASS) of Russia [2].

Both GPS and GLONASS employ direct sequence spread spectrum (DS SS) signaling. The GPS
satellites transmit signals at two L band frequencies: L1 = 1:57542GHz and L2 = 1:2276GHz. Each
satellite broadcasts two different pseudorandom (PRN) codes, a coarse/acquisition (C/A) code and a
precision (P) code, using code division multiple access (CDMA) technique. TheL1carrier transmits both
the C/A code and the P code, whereas the L2 carrier only transmits the P code [1]. The GPS C/A code is a
Gold code with a chip rate of 1.023 Mchips/sec (or code period 1023) and repeats every millisecond, and
the P code, usually encrypted for military use, has a chip rate 10.23 Mchips/sec and repeats about every
week. Similar to GPS, GLONASS also has two DS SS components. However, frequency division
multiple access (FDMA) technique is used in GLONASS, where each satellite transmits on a different
center frequency. The C/A code of GLONASS has a length of 511 chips at a chip rate of 511 kHz, and it
is the same for every GLONASS satellite. The C/A code repeats 10 times within each navigation symbol
which has a rate of 100 bps. Another component of GLONASS has 10 times the chip rate (5.11 MHz) of
the C/A code and uses a longer PRN code. In this chapter, we consider only the signals induced by the

C/A code.



Despite the ever increasing civilian applications, the main drawback of the satellite navigation
systems remains to be its high sensibility to interference and multipath [3], [4], [5], [6], [7], [8], which are
the two main sources of errors in range and position estimations. The effect of interference on the GNSS
receiver is to reduce the signal to noise ratio (SNR) of the navigation signal such that the receiver is
unable to obtain measurements from the satellite, thus losing its ability to navigate [1]. Jammers reported
to impact the GPS receivers are wideband noise, CW, pulsed noise, pulsed CW, swept tone (chirped),
frequency hopping, and spoofers. Each type of jammers has advantages and drawbacks in terms of
complexity and effectiveness [9]. The spread spectrum (SS) scheme, which underlines the GNSS signal
structure, provides a certain degree of protection against interference. However, when the interferer power
becomes much stronger than the signal power, the spreading gain alone is insufficient to yield any

meaningful information. For example, for the GPS C/A signal, the receiver is vulnerable to strong

interferers whose power exceeds the approximately 30 dB gain (10log,,1023 = 30 dB) offered via the

spreading/despreading process. It is thus desirable that the GNSS receivers operate efficiently in the
presence of strong interference, whether it is intentional or unintentional.

Interference suppression in SS communication systems has been an active research topic for many
years and a number of techniques have been developed (see, e.g., [4], [10], [11], [12], and references
therein). In satellite navigation, interference can be combated in the time, space, or frequency domain, or
in a domain of joint variables, e.g., time frequency [13], [14] or space time [15], [16]. Multiple antenna
receivers allow the implementations of spatial nulling and beamsteering based on adaptive beamforming
and high resolution direction finding methods. These methods are considered to be effective tools for anti
jam GPS [9].

Conventional antenna arrays, which are only based on spatial processing, are among the simplest, and
yet effective, techniques for narrowband interference suppression. Such techniques, however, is
inadequate for broadband jammers (such as spoofer) cancellation or in the presence of multipath. In these

cases, the temporal degree of freedom is required. Space time processing provides the receiver with



spatial and temporal selectivity. The spatial selectivity allows the discrimination between the navigation
and interference signals based on their respective Direction of Arrivals (DOASs) [17], [18], [19], [20]. The
temporal selectivity is used for broadband interference and multipath cancellation. Generally, the criteria
for determining the optimal array weights include maximum signal to interference plus noise ratio
(MSINR), minimum mean square error (MMSE), and minimum output power (MOP) [16]. The MSINR
approach seeks the array weight vector by maximizing the receiver output SINR. The MMSE method
chooses the weight vector such that the mean square difference between the array output and the desired
temporal signal is minimized. Since the navigation signal power is well below the noise floor at the
receiver, minimizing the output power while attempting to preserve the navigation signal is the goal of the
MOP based scheme. While these methods are widely used in interference suppression in satellite
navigation systems, one obvious drawback is that they all require some kind of a priori knowledge of the
problem parameter values. For example, satellite locations are needed in order to calculate the signal
power for the MSINR and MMSE methods. In [21], spatial and temporal processing techniques are
applied to remove GPS like broadband jammers and recover the navigation information. The assumptions
made in [21] are that the chip and bit synchronizations are achieved, implying that pseudorange
measurements are obtained. However, the assumption of satellite positions or acquisitions is difficult to
enforce under persistent jamming, or during the initial satellite searching stage when any synchronization
is yet to be established.

In addition to interference, GPS pseudorange and carrier phase measurements also suffer from a
variety of systematic biases, including satellite orbit prediction error and clock drift, ionospheric and
tropospheric delay, GPS receiver clock offset, and signal multipath [22]. The satellite orbit and timing,
ionospheric, and troposhperic errors can be removed by differencing techniques or significantly reduced
by modeling [1]. The receiver clock offset can also be corrected by differencing but is often solved for as
an unknown in the position solution. Multipath, on the other hand, is normally uncorrelated between
antenna locations. As a result, differencing will not cancel the errors caused by multipath. Also, modeling

multipath for each antenna location is difficult and impractical [23]. To combat signal multipath, many



techniques have been proposed. Among them, narrow correlator is one of the most widely used
approaches that improve the C/A code tracking performance by reducing the space between the early and
late correlator [24]. Other multipath mitigation techniques include multipath elimination delay lock loop
(MEDLL) [25] and multipath estimation technology (MET) [22], etc.

This chapter proposes a new interference suppression technique for GNSS using spatial processing,
but incorporating the known temporal structure of the C/A signal. A careful examination of the existing
interference cancellation techniques reveals that, though efficient in most situations, they do not fully take
advantage of the unique C/A signal structure, namely the replication of the C/A code. Due to the
repetition of the spreading code, the GNSS C/A signal exhibits strong self coherence between chip
samples that are separated by integer multiples of the spreading gain. Utilizing this feature, an anti
jamming technique is developed to suppress a large class of narrowband and broadband interferers. It also
has the capability of mitigating multipath, resulting in improved accuracy in pseudorange measurements.
The proposed technique allows the civilian C/A code tracking and acquisition operations in the presence
of strong interference, specifically at “cold start”, where there is no prior information on satellite angular
positions or ranges [26]. In military applications, the encrypted P code is used instead of the C/A code.
However, due to the short duration of the P code chip (10 times shorter than the C/A code chip), the
synchronization in P code is usually difficult to achieve using the early late correlator, and assistance
from the C/A code is needed [24]. With the receiver introduced in this chapter, initial synchronization in
the P code can be established by first processing the interference suppressed C/A code. In essence, the self
coherence based anti jamming approach is a blind technique, which does not require the knowledge of the
navigation data or satellite locations to perform interference suppression. This makes it most applicable in
the initial satellite searching phase when such information is unavailable, or in a prolonged jamming
environment where the formerly obtained satellite positions are no longer reliable.

The rest of the chapter is organized as follows. In Section 2, we briefly review the concept of spectral
self coherence restoral. An anti jamming GNSS scheme is presented in Section 3 and two receivers based

on such scheme are developed. In Section 4, we discuss various important issues related to the



performance of the proposed GPS receiver. Numerical results are presented in Section 5 to demonstrate

the performance of the proposed receiver. Finally, Section 6 concludes this chapter.

2. Overview of SCORE Algorithms

The proposed anti jamming GNSS technique builds on the basic concept of the self coherence restoral
algorithm proposed in [27]. A signal s(t) is referred to as spectrally self coherent at frequency separation S
if the correlation between the signal and its frequency shifted version is nonzero for some lag 1, i.e., if

[27], [28]
t)s (t—r)e 17 7)
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where ()" denotes the complex conjugate and <D>OO represents the infinite time averaging

(1.1)
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operation. p (z) is the self-coherence function and R (0) and RY’(z) represent the average power

and cyclic autocorrelation function of s(t), respectively. For an M-element vector waveform x(t), the

cyclic autocorrelation matrix R (z) is defined as
R (2) 0 (x(O)x" (t—7)e *7) (1.2)

where ()7 stands for the complex conjugate transpose. Complex wide sense cyclostationary waveforms
exhibit spectral self coherence at discrete multiples of the time periodicities of the waveform statistics
[27]. The signal waveforms that possess the self coherence feature include most communication signals,
such as PCM signals and BPSK signals [28].

The spectral self coherence restoral (SCORE) beamforming techniques have been shown to blindly
extract the desired signal in the presence of unknown noise and interference [27]. The SCORE algorithms
seek the beamformer weight vector that maximizes a measure of the cyclic feature of the beamformer
output. For example, in the presence of interference, the received signal is given by x (t) = as(t) + v (1),

where a is the signal amplitude and v (t) is the interference, which is assumed to be independent of s(t). If



s(t) is spectrally self coherent at a frequency shift 8, then the cyclic autocorrelation of x(t) can be
expressed as [27]

RY (7) =[af RY (1) + RY () = [ RV (¢) (L3)
Equation (1.3) shows that the shift in frequency completely decorrelates the interference component in
x(t), given that v(t) is not spectrally self-coherent at the frequency separation .

There are several different versions of the SCORE algorithm, of which the least-squares (LS) SCORE
is the simplest. The LS-SCORE algorithm determines the array weight vector by minimizing the
difference between the array output and a reference signal, which is obtained by processing the delayed
and frequency-shifted version of the received signal. Other SCORE algorithms include the cross-SCORE
algorithm, which determines the beamformer by strengthening the cross-correlation between the output of
the array and a reference signal, and the auto-SCORE algorithm, which maximizes the spectral self-
coherence strength at the output of a linear combiner [27]. The self-coherence anti-jamming scheme

proposed in this chapter is based on the cross-SCORE algorithm.

3. Proposed Anti-Jamming GNSS Scheme

Before introducing the proposed anti-jamming receiver, we first examine the temporal structure of the
navigation signal, as the receiver is developed by exploiting the repetitive feature of the C/A signal.
Figure 1 depicts the structure of the received noise-free navigation signal, where the BPSK modulated
navigation symbols (simply referred to as “symbol” thereafter) are spread by a PRN code with spreading
gain of P (P = 1023 for GPS and P = 511 for GLONASS) and chip-rate sampled. The code sequence
(denoted as “spreading block” in Figure 1) is repeated L times (L = 20 for GPS and L = 10 for GLONASS)
within each symbol. Two blocks of data are formed at the receiver: a data block, which spans N
consecutive samples, and a reference block with the same number of samples as the date block. The
distance between the respective samples in the data and reference blocks is set equal to jP chips, where

1< j< L. Obviously, due to the repetition of the spreading code, the nth sample in the data block will



have the same value as the corresponding nth sample in the reference block, providing that the two
samples belong to the same symbol.

From the temporal structure of the C/A signal, we observe the inherent self-coherence between
samples in the data block and the reference block, due to the repetition of the spreading code. Based on
this observation, a novel anti-jamming technique is developed in this chapter, and Figure 2 shows a block
diagram of the proposed receiver with this technique. In Figure 2, an M-element array is deployed. There
are two beamformers in the receiver: a main beamformer w, processing samples in the data block, and an
auxiliary beamformer f, handling data from the reference block. An error signal e(t) is formed as the
difference between the beamformer output z(t) and a reference signal d(t), which is the output of f . For
the proposed scheme, the weight vectors w and f are updated according to the cross-SCORE algorithm.
The signal reaching the GNSS receiver is the aggregate of the satellite navigation signals, their respective
multipaths, additive white Gaussian noise (AWGN), and broadband/narrowband interferers. Thus, after
carrier synchronization, the signal received at the receiver can be expressed as

Q i K
x(n)=>"s, (T, —7,)a,e™ +> B, (n)d, +v(n)
q=0 k=1

(1.4)
o LK
=5,(nT, —7)a,e™ + > s, (nT, —7,)a,e™ + > B,u, (n)d, +v(n)
q=1 k=1

where T, is the Nyquist sampling interval, Q is the number of multipath components, with subscript 0

designated to the direct-path signal. Due to the weak cross-correlation of the C/A-codes, only one satellite

is considered in Equation (1.4). In the above equation, sq(n), z,, and ¢q are the signal sample, time-delay,

and phase-shift of the gth multipath component, respectively, K is the number of interferers, uy(n) is the
waveform of the kth interferer with amplitude By. The vectors aq and dy are, respectively, Mx1 spatial

signatures of the gth satellite multipath and the kth interferer, and v(n) consists of noise samples. Let
s(n) 0 s,(nT, —7,)a,e'* denote the data vector across the array due to the direct-path signal. Then,

Equation (1.4) can be rewritten as

x(n) =s(n)+3(n) +u(n)+ v(n) (1.5)
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Q . K
where 5(n) [J qu(nTs —z-q)aqemq and u(n) [l z B.u,(n)d, . Assuming a direct-path to the satellite at
q=1 k=1

direction p and a uniform linear array, we can express vector a, in the specific format of a steering vector

as
ao =a(0)|:| [11 ej27rfc‘r, - ej27rfc(M—1)z—:|T (16)

where f. is the carrier frequency, z =A/csin@ is the interelement path delay of the source in the
direction of 4, c is the propagation speed of the waveform, and A is the sensor spacing. According to the
formulation of the data and reference blocks, the counterpart of x(n) in the reference block within the

same symbol can be written as

Q K
x(n—jP)=>s,(nT, -7, — jP)ae™ +> Bu, (n— jP)d, +Vv(n- jP)
k=1

q=0
Q ) K
s (T, —7,)ae™ +> B, (n— jP)d, +v(n— jP) (1.7)
q=0 k=1

s(n)+3(n)+u(n— jP)+v(n— jP)
where we have assumed that, when considered within the same symbol,

Sq(nTs_Tq):Sq(nTs_Tq_jP)! q = 0: Tty Q (18)
Compared to the general case of self-coherence, there is no frequency difference between the signal
samples in the data and reference blocks, i.e., the frequency shift 5 = 0.

From Figure 2, the beamformer output and the reference signal are given by z(n)O w"x(n) and

d(n)J f*x(n— jP), respectively. We define the following covariances:

R 0 E{z(n)d" (n)} =w"E {x(n)x" (n— jP)|f (1.9)
R, 0 E{z(n)z" (n)} =w"E {x(n)x" (n)}w (1.10)
Rig 0 E{d(n)d" (n)} =F"E{x(n— jP)x" (n— jP)}f (1.11)

Under the assumption that the navigation signal, interference, and noise are independent, then

11



R, 0 E{x(nx"(n)}=E{x(n-jP)x"(n- jP)| =R, +R, +R, (1.12)

The three terms on the right-hand side of Equation (1.12) denote, respectively, the covariance matrices

of the C/A signal, including both the direct-path and multipath signals, interference, and noise:
R, [ E{[s(n)+§(n)][s(n)+§(n)]“} . R,DE{u(mu™(n)} . and R,0E{v(nv"(n)} . If the

navigation signal is the only data component which correlates with its delayed version, then the cross-
correlation matrix between the corresponding data vectors in the data and reference blocks simplifies to

[cf. Equation (1.3)]

R 0 E{x(mx" (n-jP)} =R, (1.13)

3.1. Cross-SCORE Algorithm Based Receiver

We first consider the receiver design by directly applying the cross-SCORE algorithm. For the proposed

GNSS anti-jamming scheme, there are two beamformers w and f to be determined. With d(n) serving as
the reference signal, we define e(n) [l z(n)—d(n) as the difference between the receiver’s output and
the reference signal. The relationship between w and f can be established in the least-squares (LS) sense.

Ir . where

XX XX

For a fixed beamformer w, the LS solution of f is given by f =R

Ny = E{x(n— jP)z" (n)} = RE"w. Similarly, if f is fixed, then w, s = R AR .

X

According to the cross-SCORE algorithm, the beamformers w and f are obtained by maximizing the

cross-correlation between z(n) and d(n):

2

C(W f)D |de|2 _ ‘WHRiz)f (1 14)
1 Rzz Rdd [WH RxxW:' I:f " Rxxf:l .
Substituting f and w in the above equation by f, s and wys, respectively, we have
wW'ROR IR®w
C(w,f) = s (1.15)

w'R w
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P RORLRET
Cw,f) = 'R _f

(1.16)

The weight vectors w and f that maximize C(w, f.s) and C(ws, f), respectively, are readily shown to be
the eigenvectors corresponding to the largest eigenvalues of the generalized eigenvalue problems:
R, w=ARPRR®w (1.17)
R, f=«RORRPf (1.18)
where 1 and x are the eigenvalues.
It is observed from Equations (1.17) and (1.18) that, for the proposed receiver, the main beamformer
w, which generates the receiver outputs, is equivalent to the auxiliary beamformer f that provides the
reference signal. This equivalence, however, is not surprising because of the unique structure of the C/A
signal. From Equations (1.4) and (1.7), we note that the self-coherence of the navigation signal is due to
the time lag between the two samples which do not encounter any frequency shift after the frequency
demodulation. Therefore, x(n) and x(n-jP) have the same correlation function, given by Equation (1.11).
For the general case of self-coherence, on the other hand, the signal auto-correlation function does not
necessarily equal to the auto-correlation function of the frequency-shifted, time-lagged version of the
original signal. As a result, the cross-SCORE algorithm will not produce two identical beamformers [27],
as it does for the proposed receiver.
Simulations presented in Section V show that the cross-SCORE based receiver performs fairly well in
a jamming environment. It is capable of producing high gains for satellites currently in the field of view,
while suppressing strong jammers. However, such a receiver provides no measures against multipath,
which is one of the dominant error sources in navigation. To address the multipath issue, we modify the

receiver design, as discussed in the next subsection.
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3.2. Modified Cross-SCORE Algorithm Based Receiver

Since the GNSS signal multipath shares the same structure as the direct-path signal, it is expected that
both the C/A signal and the undesired multipath components will appear at the receiver’s output
undistorted.

It is known that the satellites typically lie above the horizon, whereas the multipath is often generated
from local scatters near the horizon [16]. To equip the receiver with means to combat multipath, while
maintaining the self-coherent approach, we introduce constraints on f such that the reference signal d(n)

does not contain reflections from near the horizon. To do so, we define equally spaced directions yy,

d=1,---,D, covering some solid angle Q near the horizon. Let B[] [b(yl) b(;/D)] be the M x D

matrix consisting of steering vectors defined as in Equation (6). To mitigate multipath in the range Q, we

require B™f = 0. Then, the cost function in Equation (1.16) is rewritten as

pull

H
f . =arg mfax::H XX: , subjectto B"f =0 (1.19)

XX

Py

where R, = RPRIR®" . The solution of the above equation is obtained as follows. Let r = rank(B)

<min(M,D) be the rank of the B matrix. Performing the singular value decomposition (SVD) [29] of B

yields

HpH A0
U"B"V = (1.20)
0 0
where U and V are two unitary matrices with dimension M x M and D x D, respectively, and
A =diag{o,, o, - o} (1.21)

where o, >0, >--- > o, are eigenvalues of B arranged in a decreasing order. Let A be formed from the

last M-r columns of U. Thus, A spans the null space of B", i.e., B"A = 0. Let o be a (M-r) x 1 vector such
that

f=Aa (1.22)
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Using vector a, the constrained maximization problem in Equation (1.19) is transformed to an
unconstrained one:

o"A"R Aa

0 = arg max —————x"—
« o¢"A"R, Aa

(1.23)

The above generalized eigendecomposition problem can be solved using Cholesky decomposition.
Particularly, since Ry is positive definite, A"RA is also positive definite. Then the Cholesky

decomposition of A"R,A is A"R,A = GG", where G is a (M-r) x (M-r) matrix with full rank [29] and,
thus, invertible. Let & =G "B . Then

a"A"R,Ae_B"GA"R,AG "B _B"G'A"R,AG "B (1.24)
«"A'R_Aa PG GG"G "B BB |

Accordingly, the maximization problem becomes

o"A'R _Aa B"GA"R, AG B
MAX i Ag X H
« o AR, Aa B BB

= max B"G'A"R _AG B (1.25)

under the standard constraint ||B|| = 1, where ||-|| is the vector 2-norm [29]. Hence, B is given by the
eigenvector associated with the maximum eigenvalue of G'A"R, AG ™ . And, finally,
fo =AG™"'B (1.26)
The beamformer w is derived as
Wy, = RGROF, = RGRY Aa (1.27)

according to the LS relation between w and f.

4. Covariance Matrix Estimations

In practice, the covariance matrices R, and R{"’ are unknown and have to be replaced by their sample

estimates. Define the M x N data and reference matrices as X, [l [x(n), -+, X(n=(N —1))] and

15



Xyer L [X(N=jP), -+, x(n—(N—1)— jP)], where N is the block length and N <P. The sample

covariance matrices are then given by

~ 1
R, :WXNXH (1.28)
R® =%XNXEref (1.29)

And, the beamformers w and f are calculated correspondingly.
It is noted from Equation (1.16) that the covariance matrices R, and R!? determine the
performance of the proposed receiver. In practical implementations, the data and reference blocks Xy and

Xnrer are used to estimate R , and R{?

w » and subsequently provide the weight vector w, which is then
applied to process signal samples in the data block. The key assumption made for the proposed GPS
receiver in Section 111 is that both the data and reference samples, x(n) and x(n- jP), 1 <j < 20, belong to
the same navigation symbol. However, since the data samples used for covariance matrix estimations are
selected randomly, and interference suppression is performed prior to any symbol synchronization
process, there is no guarantee that the data and reference samples belong to the same symbol. Questions
arise as how will the receiver perform when the above assumption fails, i.e., the data and reference
samples lie in two adjacent symbols?

To answer the above question, we relax the condition imposed in Section 3, and develop the general
expression of the covariance matrices between the data and reference samples, x(n) and x(n-jP). Define

the following events:

A, :x(n) &x(n—- jP) are within the same symbol,
A, :x(n) &x(n— jP) are in two adjacent symbols,
A, 1 x(n) &x(n— jP) are in two symbols with the same sign,
A, :x(n) &x(n— jP) are in two symbols with different signs

(1.30)

With random selection of time n, and using the repetitive property of the C/A-code, it is

straightforward to show that the corresponding probabilities of the above events are
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jP

T-jp . jP i ip _
=—J:1—J—, Pr{A,} =T Pr{A,,} :;_T’ and Pr{A,,} =;_T' respectively, where T

Pr{A,} T T
= 20P is the total number of samples in one symbol. The exact expression of the cross-correlation
function R{?) can be written in terms of the above probabilities and conditional expectations as
RE = E{x(n)x" (n— jP)|A,} Pr{A.}+ E {x()x" (n- jP)|A, | Pr{A,}
- E{x(n)xH (n— jP)\Al} Pr{A,} (1.31)
+E {x(n)xH (n— jP)‘Aﬂ} Pr{A, }+ E{x(n)xH (n— jP)‘AzZ} Pr{A,,}

Since E{x(n)xH (n— jP)\Al} = E{x(n)x" (n- jP)‘Au} =R, and

E{x(n)xH (n— jP)\Azz} =-R,, then

(1.32)

S

R =R, (Pr{Al} + Pr{AZl})— R,Pr{A,}= (1—jT—Pj R

Equation (1.32) shows that the covariance matrix R(Xz) depends on the distance between the data and

reference samples jP. The maximum value of R‘XS) is achieved when j = 1, representing the closest
possible data and reference blocks.

In practice, however, sample estimates, obtained from Equations (1.27) and (1.28) using the data and
reference blocks Xy and Xy, replace the exact values in Equation (1.32). It can be readily shown that if

Xn and Xyrer are jP samples apart, 1 <j < 20, the probability of the two blocks belonging to the same

jP+N

symbol or, equivalently, in two adjacent symbols with the same sign, is 1— . On the other hand,

the probability that Xy and Xy are in two adjacent symbols with opposite signs is 1P ; N . Using the
above probabilities, the expected values of f%xx and FAQ(;) are derived in Appendix A as:
R, =R,+R,+R, (1.33)
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R®= (1—JT—PJ R, (1.34)

which show the same dependency on jP as in Equation (1.32) and that Iixx and Ii(xz) are unbiased

estimates of R and R, respectively.

o

The above covariance matrix estimations use only one data block and its replicated reference block.
To fully take advantage of the repetitive feature of the C/A-code, multiple data/reference blocks can be
used in the time-averaging. Particularly, using G data and reference blocks, Equations (1.27) and (1.28),

respectively, become

A 1 G
R =5 2 X (@)X, (9) /N (135)
g-1
RE =13 X, ()X (@) N (136
xxG G =i N Nref '

In the case when one of the data blocks (and, respectively, a reference block) is split between two
adjacent symbols with opposite signs, a maximum of only two of the G terms in the above equation may
suffer from symbol transition, whereas the rest of the terms will be coherently combined. Appendix A and

B derive the mean and variance of the above estimations, showing the value of using a higher value of G.

5. Numerical Results

In this section, we evaluate the performance of the proposed self-coherence anti-jamming receiver using
the GPS C/A signals.

A uniform linear array (ULA) consisting of M = 7 sensors with half-wavelength spacing is used in
simulations with one satellite and no multipath. We set M = 11 for simulations with multiple satellites or
multipath. The GPS navigation symbols are in the BPSK format and spread by C/A-codes (Gold codes)
with processing gain of P = 1023. We select the first satellite C/A-code for concept demonstration. At the
receiver, chip-rate sampling is performed and N = 800 samples are collected in both the data and

reference blocks for covariance matrix estimations. The signal-to-noise ratio (SNR) and signal-to-
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interference-plus-noise ratio (SINR) are defined, respectively, as SNR =10log,,1/P, and
SINR =10log,, 1/(F’i + PV), all in dB, where unit signal power is assumed for simplicity, P, is the noise

power, and P; is the interference power. The jammer-to-signal ratio (JSR) is defined as JSR =101log,, P

dB. Interferers used in the simulations are generated as broadband binary signals having the same rates as

the C/A-codes, but with a different structure than that of the C/A signals.

5.1. Antenna Beam Pattern without Interference

We first consider the scenarios in which no interference presents at the receiver. SNR is -30 dB.
Covariance matrices are estimated using one data block and one reference block taken within the same

symbol. The performance of the cross-SCORE based receiver is shown in Figure 3, where the antenna

pattern is formed towards the satellite located at & = 30°.
We recall the discussions in Section 4 which suggest that better performance can be expected when

multiple data and reference blocks are used to estimate the covariance matrices. In Appendix B, the

(P)

xxG

variances of the sample estimates of R} . are calculated and it shows that using multiple data/reference

blocks can indeed reduce the estimation variance. We now demonstrate experimentally the effect of
multi-block estimation on the receiver performance. Particularly, a very special situation is created where
one of the data blocks is evenly split between two symbols having opposite signs. SNR is set at -40 dB. If

G = 2 and the split data block happens to be the second one, the receiver fails to provide any substantial

gain for the satellite located at 30°, as shown in Figure 4(a). This is because that elements in the time-

averaging of Ifi(xi’é given by Equation (1.35) cancel each other, resulting in significantly weak cross-

correlation between z(n) and d(n) [cf. Equation (1.14)]. If, on the other hand, G > 2 data and reference
blocks are involved in the estimation, the split of one block will not have such a dramatic impact on the

receiver performance as in the G = 2 case, as only two among G blocks are affected due to the split. It is

clear from Figure 4(b) that a beam is generated towards the satellite with G = 7 despite the split.
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Generally, to avoid the performance degradation, it is recommended that odd number of samples (N)
should be chosen for each data/reference block and 2 < G < D.

It is known that in satellite navigation, at least four satellites are needed simultaneously in the field of
view in order to calculate the receiver’s three-dimensional position and time. Since the proposed receiver
relies on the special structure of the C/A signals to suppress interference and all satellite emitted C/A

signals share the same repetitive feature, it is expected that the receiver will pass the signals from all

satellites with high gains. In the simulation, the satellites are located at 8, =10", 8, =30", 6, =507,

and 6, = 70", with SNR = -30 dB. As shown in Figure 5, four clear beams are generated towards the four

satellites.

A point worth mentioning is that the receiver presented in this chapter is able to suppress interference
for all satellites at once. In GNSS, since the satellite spreading codes are known at the receiver, it may be
intuitive to consider using the spreading code as the reference instead of generating one from the received
data. Even though the locally generated spreading code is noise and interference free, it cannot serve as
the reference signal in the proposed receiver because 1) the alignment of the incoming signal and the local
reference code may not be established during the interference removal stage, hence there is no guarantee
that the data block and reference blocks are separated by integer multiples of P chips; 2) it is not possible
to use one specific satellite’s spreading code as the reference signal to remove interference for all
satellites. Therefore, interference suppression must occur in a serial manner. The disadvantage is obvious

as compared to the simultaneous interference removal the proposed receiver offers.

5.2. Interference Suppression

We next investigate the receiver’s interference suppression capability by comparing it with the MMSE
receiver of [16]. The MMSE receiver determines the weight vector by minimizing the mean square
difference between the array output and the desired signal. The latter approach, however, requires the
knowledge of the satellite direction. This condition is eliminated in the proposed scheme. If the jammers

have explicit bearings, we can generate the received signals according to Equation (1.4), but replacing the
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spatial signature dy by the respective steering vector defined in Equation (1.6). The direction of the

satellite is 20°, while two jammers are located at 40° and 60°. The weight vector in the MMSE method
is obtained by using the exact transmitted navigation signal. Figure 6 clearly shows that deep nulls are
placed at the jammer locations, whereas high gains are generated towards the direction of the satellite in
both schemes. The advantage of the proposed receiver is that neither prior synchronization nor known

satellite location is required.

5.3. Multipath Effects

The purpose of the simulations performed in this subsection is to demonstrate the difference between the
receiver that solely relies on the cross-SCORE algorithm and the receiver with additional constraint in the
presence of multipath. As discussed in Section 3.1, the cross-SCORE based receiver is unable to mitigate
the signal multipath, though very efficient in suppressing interference, as shown by simulations presented
so far. This drawback has motivated a constrained receiver design and resulted in the modified cross-
SCORE algorithm based receiver in Section 3.2.

We assume that multipath reaches the receiver from the 15-degree range (Q2 as defined in Section 3.2)
above the horizon. We divide Q into seven 2-degree spaced angles and form the corresponding matrix B.
The power of the multipath component is one fifth of the direct-path signal power.

We first consider the case when there is no interference. The direct-path signal is incident on the
array with 50° angle. One multipath component (half-chip relative delay and half the direct-path signal

power) arrives from the 9° direction. Using the cross-SCORE based receiver, both the direct-path signal
and the multipath component receive high gain at the receiver output [Figure 7(a)]. If, instead, the
modified cross-SCORE based receiver is employed, the multipath contribution is significantly reduced
from the output of the receiver, which is evident from Figure 7(b).

In the next case, a jammer enters into the system from 30°. Figure 8 shows how the two different

receivers respond in this environment. We note from Figure 8(a) that both receivers can successfully
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place deep null at the jammer location. However, the two receivers’ responses to multipath are just
opposite. While the cross-SCORE based receiver generates a beam towards the multipath component, the
modified cross-SCORE algorithm based receiver creates a null at the same direction.

The multipath mitigation performance of the proposed receiver is also evaluated by feeding the output
of the receiver to a conventional early-late delay lock loop (DLL) [24]. We consider the discriminator
functions of the receiver outputs without multipath mitigation and the outputs with the modified cross-
SCORE algorithm. We compare the results with the case where there is no multipath. The early-late
spacing is set to be half of the C/A chip interval. The simulation results are depicted in Figure 8(b), which
clearly shows that, without any multipath mitigation process, the zero-crossing point of the discriminator
function drifts away from the origin, indicating the pseudorange measurement error [30]. If, on the other
hand, the modified cross-SCORE receiver is used first to mitigate multipath contributions, the zero-
crossing point of the corresponding discriminator function almost overlaps with the zero-crossing point
obtained using the direct-path only signal, suggesting that the proposed technique can significantly reduce
the multipath effect on pseudorange measurement.

These simulations prove that both receivers have the capability of canceling strong jammers.
However, for multipath mitigation, only the modified cross-SCORE algorithm based receiver can reject

multipath coming from near the horizon.

5.4. Synchronization Process

In satellite navigation, the receiver is ultimately evaluated by its ability to provide accurate pseudorange
measurements. This is achieved by establishing synchronization between the receiver and the satellite,
which is decided based on the cross-correlation between the beamformer outputs and a locally generated
spreading sequence [31]. When the phase of the receiver replica code matches that of the code sequence
emitted from the satellite, there is a maximum correlation. The high-gain beams towards the satellites
provided in the previous examples should be examined in the context of their effects on the post-

processing pseudorange calculations.
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In the simulation, the satellite is located at 20" and the two jammers are at 40° and 60° . The figure

of merit is the cross-correlation between the receiver output and the Gold code sequence:
E {z”c}
\/E {z“z} E{c“c}

where ¢ denotes the P x 1 receiver Gold code, z is a P x 1 vector with elements given by z(n) =w"x

CrO (1.37)

and w is the beamformer coefficient vector discussed in Section 3.1. The normalized cross-correlation
with the respective antenna beam pattern for SNR = -25 dB and JSR = 30 dB and 50 dB are shown in
Figures 9 and 10, respectively. Also shown in these figures are the normalized cross-correlations obtained
before the jammers are removed. It is observed from Figure 9(b) that synchronization can be achieved in
the presence of interference when JSR = 30 dB. Figure 10 shows that the proposed receiver can
effectively cancel directional jammers and achieve synchronization even when the JSR is as high as 50
dB [Figure 10(c)]. Without interference suppression, however, synchronization fails as shown in Figure

10(b).

5.5. Circular Array
In addition to the uniform linear array, we also implemented the proposed receiver with a uniform circular

array (UCA), whose configuration is shown in Figure 11(a). Let (&, ¢) denote the elevation angle and the

azimuth angle of the satellite. Then, the steering vector of the satellite for the M-element UCA is given by

-
27r . 27r . M—l)
ezr £= sinGcos| p—27——
= singcosg¢ = (l/ﬁ v

ag,¢)=|e - (1.38)

where r is the radius of the circular array and A is the wavelength. The steering vector of the jammer has

the same form as a(é, ¢) given above. In the simulation, the satellite signal reaches the array from

(107, 20°), whereas a jammer is located at (60°,40°). The beam pattern is shown in Figure 11(b) for r =
A, and SNR =-30 dB and JSR = 30 dB. It is observed from Figure 11(b) that the receiver has the ability to

reject jammers from arbitrary directions.
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6. Conclusions

In this chapter, we addressed the issue of interference suppression in global satellite navigation system.
Specifically, the unique structure of the GNSS C/A signal is exploited. Due to the repetition of the C/A-
code within each navigation symbol, strong self-coherence is observed between chip-rate sampled signals.
It is shown that the use of this self-coherence feature allows the development of an anti-jamming GNSS
receiving scheme which is built on the cross-SCORE algorithm. The proposed scheme incorporates
multiple data and reference blocks, separated by integer multiples of the spreading code length, to
generate the array weight vectors. Its performance is analyzed in view of its dependency on the number
of blocks and the number of samples in each block. Two receivers are constructed based on the proposed
scheme. One directly applies the cross-SCORE algorithm which seeks the optimal beamformers by
maximizing the cross-correlation between the receiver output and a reference signal, derived from the
receiver signal. The other one applies constraints on the beamformer such that it can also reject multipath
arriving from and near the horizon. Numerical results have shown that the proposed scheme is capable of
suppressing strong wide class of narrowband and broadband interferers while preserving signals and no a

priori knowledge of either the transmitted signals or the satellite locations is required.
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Appendix A Mean Calculation
To simplify the derivation, we rewrite the received signal vector as
x(n) =s(n)a(d) + v(n) (A1)
where we consider only the direct-path signal with an explicit direction & of the satellite. The vector v(n)
contains samples of interference and noise, with zero mean and variance avz. Both components of v(n)

are assumed to be independent of the GPS signal. Accordingly,

R, =E{s(n)a(9)a" ()s" ()} =a(@)a" (6)0 R,, where it is assumed
2
E{s(n)s" (n)} = E{|s(n)| } -
From Section 3, the estimates of the covariance matrices R, and R" are obtained using the data

and reference blocks Xy and Xyer as R, =X XX /N and R®= X, X% /N, respectively. Taking

the expected value I52XX yields

R, =E {ﬁe }:%NlE{x(n—i)x“(n—i)}=R5+Rv (A.2)

i=0
The expected value of R® is obtained as follows. Define the following events:

B,: Xy &X,. are within the same symbol,

B, : X, or X, issplit between two adjacent symbols
& N,< N samples are in the first symbol,

B, : the entire X, and X, are in two adjacent symbols.

(A3)
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2N

JP+N , PI’{BZ}zT, and

The corresponding probabilities of the above events are: Pr{Bl} =1-

P—N
Pr{BS} = T respectively. In addition, we define the following events regarding the two adjacent

symbols:

C, : the two adjacent symbols have the same sign,

A4
C, : the two adjacent symbols have opposite signs. (A4)
The expected value of R( is calculated as
= 13 . -
RY =E{RP} = NZE {x(n-ix" (n-i- jP)} =R, +RE, +RE, (A5)
where
13 . .. jJP+N
R(Xi’l)Bl 0 NZ E {x(n —i)x"(n—i- jP)‘ Bl} Pr{B,} = (1— J T jRS (A.6)
i=1
Because the GPS symbols are equi-probable, then the occurrence of B, implies
P 1 N - H - -
R§X|>83 0 W; E {x(n —i)x"(n-i- jP)‘ BS} Pr{B,}=0 (A7)
On the other hand, when event B, occurs,
(P) _N
Rx, D—ZE{X(I’I—I)X (n—|—JP)‘ } }_?RS (A.8)
From Equations (A.5 - A.8), the expected value of R is given by
R :(1—MJRS+ERS =(1—£sz (A9)
T T T
which is exactly the one shown in Equation (1.32).
When using G data and reference blocks, the estimate of the covariance matrix R‘XS) is given by
S (P) 13 H
RxxG :EZXN (g)XNref (g)/N (A].O)
=1
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To calculate R, the expected value of R(”,, we define the following events:

xXG !

F, : the first data block or the last reference block is split,
Fz: one of the other G -1 data/reference blocks is split
& G, < G data blocks (respectively, G, -1 reference blocks) are in one symbol, (A.11)
F, : the data blocks and reference blocks are within the same symbol,
F, : no split block and the data and reference blocks are in two adjacent symbols.

The corresponding probabilities are PY{F1}=¥, Pr{Fz}:¥, Pr{F3}:l—N+TGJP . and
Pr{F,}= CIP=N \\e maintain that
~ 18 NG-1 N
Riﬁéﬁ :6;E{XN(g)xzref(g)‘Fl}Pr{Fl}/ N =??Rs +?Rs (A12)
and
- 18 G-UNG-2_ (G-DN
® _ 1 H _
RcE, = e ;E{XN(g)XNref(g)‘Fz}Pr{Fz}/N R G R+ oT R, (A.13)
Further,
~ 1E N + GjP
R(xzéﬁ e E{XN(g)xnref(g)‘Fa}Pr{FS}/N =(1— T J ]Rs (A.14)
g=1
and
. 18 GP-NG-2_ GjP-N
R =—3"EIX, (g)X" F,APr{F,}/N = R, + R. (A.15
XXG|F 4 ng_; { N(g) Nref(g)‘ 4} { 4} oT G s T s ( )
Finally, EZ‘X% is given by
RO =RQ, +RI, + RO, +RY, =[1- R, (19

which is equivalent  to  the expected value given in Equation (1.32).
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Appendix B Variance Calculation
The variance of R is given by [32]
var[ RO |- E{ROROM| - E2(RY)] (A17)
In Appendix A, we have shown that the covariance estimates are unbiased. In what follows, we

concentrate on evaluating E {R‘Xs)R(xz)H } :

Using one data and reference block, we let ¥, [] E{f{(xs)ﬁ(xi’)H‘Bl} Pr{B,}, where events B, ,

Ie[1,3], are defined in Equation (A.3). Then,
YO E{RORDM | =W,y +W,, +Wyq (A.18)

When the data and reference blocks are within the same symbol or, equivalently, in two adjacent symbols
with the same sign (i.e., event C ), we have

N-1N-1

E{RPRY¥|C] _—E{ x(n—i)x" (n—i- jP)x(n-1- jP)x" (n—|)\q} (A19)

i=0 1=0

Substituting x(n) from Equation (1.39) and after some straightforward calculations, we have

R,UR (A.20)

M(N+0') M(1+0'\,2)
N

E{ (P’R‘P)“‘Cl}
X N R, +

where we have used a" (9)a(#) =M and E {VH (n)v(n)} =Moo’ . When event B, occurs,

¥, = (1— JPT+ N j R (A21)
Similarly,
¥, = ZTN R (A.22)

and in case of event B, we have
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Wi, T (A.23)
Finally, the variance of R( is
var| R |= E{RPRO" |- E*(RD}
_M(N +07) R+ M(1+0'V2)Rv_[1_j_PT R (A.24)
For G data and reference blocks we can similarly define, using the events in Equation (A.11),
W O E{RQR =Wor +Wop +Wor +Wor, (A.25)

where W [ E{Ii(xséli(xg'*‘Fl}Pr{F”} , 1€[1,4]. Following the same procedure we adopted in

calculating the expected value of R("

XX !

Wor, = [E G- +E} R

it can be readily shown that

T G2 T
(G-1)N (G-1)% (G-1N |=
q,Gle:( N ( 2)+( N |5
oT G 2T
. (A.26)
N —GjP) =
Yo =|1- TJ jR
[G(iP=N) (G-1)? G(jP=N) |-
¥, - (j ) ( 2) L G(] ) |5
or G 2T
from which we obtain
H H 2 2
E{RiEéRii’é“}:(l‘2£+2 Jpj Hlrolg  MEtalg, (A27)
T “GT N N

Finally, the variance is
var[R® [=E{RPRY" | -7 {RY|

. . ) ) 2 (A28)
:(1—2£+2 JP){M(N“’”R +M(1+“v)RV}—(1—JT—Pj R?

T GT N : N
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The above equation clearly shows that the larger the number of data and reference blocks used in the

time-averaging, the smaller the variance.
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Figure 1. Noise-free C/A signal structure and data and reference blocks formation.
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Figure 2. Structure of the proposed anti-jamming scheme.
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Figure 3. Beam pattern generated by the cross-SCORE based receiver with SNR = -30 dB and one

data and one reference block taking within the same symbol.
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Figure 4. Beam pattern generated by the cross-SCORE based receiver with multiple data and
reference blocks and SNR=-40dB. (a) G=2; (b) G=7.
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Figure 5. Beam pattern generated by the cross-SCORE based receiver with four satellites, SNR =-
30dB,and G =7.
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Figure 6. Antenna gains of the proposed scheme and the MMSE scheme with SINR = -33 dB, JSR =
30dB, and G =3.
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Figure 7. In the presence of multipath with SNR =-30 dB and G = 7. (a) Cross-SCORE based
receiver; (b) Modified cross-SCORE based receiver.
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Figure 8. (a) Comparison between the cross-SCORE based receiver and the modified cross-SCORE
based receiver SINR = - 33 dB, JSR = 30 dB, and G = 7; (b) Comparison of the discriminator
functions of the early-late delay lock loop.
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Figure 9. Synchronization of the cross-SCORE based receiver with SNR = -25 dB, JSR = 30 dB,
and G =7. (a) Beam pattern; (b) Normalized cross-correlation before jammer removal; (c)
Normalized cross-correlation after jammer removal.
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Figure 10. Synchronization of the cross-SCORE based receiver with SNR = -25 dB, JSR =50 dB,
and G = 7. (a) Beam pattern; (b) Normalized cross-correlation before jammer removal; (c)
Normalized cross-correlation after jammer removal.
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Chapter 2
Subspace Array Processing for the Suppression of FM
Jamming in GPS Receivers

1. Introduction

Signals with rapidly time-varying frequency characteristics can be the preferred option at different
transmitters or generated as a consequence of moving targets and scatterers of fixed-frequency emitters
[12]. These signals are difficult to analyze, track, and remove using conventional methods assuming
stationary or quasi-stationary environments. Recent developments in time-frequency signal
representations [9], [13], [25] have allowed accurate estimations of the signal time-frequency signature,
including the signal instantaneous frequency and instantaneous bandwidth, leading to effective
suppression of undesired nonstationary signals [1], [5], [15], [27]. Previous work has addressed the
general case of direct sequence spread spectrum receivers. In this chapter, we consider the specific case of
suppressing a class of frequency-modulated jammers incident on a Global Position System (GPS) receiver
using the jammer spatial and time-frequency signatures in conjunction with methods of subspace
projections.

The GPS uses a direct sequence spread spectrum (DSSS) signal that is highly susceptible to
interference [16], [24]. There are both intentional and non-intentional forms of interference. The primary
area of concern in both commercial and military application is intentional interferers. Development of
techniques for protection of GPS from interference and jamming is an area of active research.

GPS DSSS signals have some degree of jamming protection, via processing gain, built in to the signal
structure itself; however, due to the fact that the GPS signal originates in a half-geosynchronous orbit, it is
relatively weak when it reaches the earth. The weak signal strength of the GPS signal makes it easy for an

intentional jammer to overcome the inherent jamming protection of the DSSS signal.

41



Depending on the GPS receiver, the jammer-to-signal ratio (JSN) of greater than 40 to 50dB will
prevent the GPS receiver from being able to obtain a position. There are several approaches to mitigating
this susceptibility including frequency-domain techniques [6], [11], time-domain techniques [17], [21],
and adaptive antennas [14], [23]. Frequency- and time-domain techniques are only effective against
partial band interference. Further, neither of these techniques is capable of effectively incorporating the
suddenly- changing or evolutionary rapidly time-varying nature of the frequency characteristics of the
interference. In both techniques, there is a lack of intelligence about interference behavior in the joint
time-frequency (t-f) domain, rendering them limited in results and applicability. For the time-varying

interference depicted in Figure 1, frequency-domain methods remove the frequency band Af and ignore

the fact that only few frequency bins are contaminated by the interference at a given time. Dually, time-
domain excision techniques, through gating or clipping the interference over AT , do not account for the
cases where only few time samples are contaminated by the interference for a given frequency. Applying
either method will indeed eliminate the interference but at the cost of unnecessarily reducing the desired
signal energy.

Adaptive excision methods might be able to track and remove the nonstationary interference, but
would fail if the interference is highly nonlinear FM or linear FM, as in Figure 1, with high sweep rates.
Further, the adaptive filtering length or block transform length trades off the temporal and the spectral
resolutions of the interference. Increasing the step size parameter increases the filter output errors at
convergence, and causes an unstable estimate of the interference waveform.

The above example clearly demonstrates that nonstationary interferers, which have model parameters
that rapidly change with time, are particularly troublesome due to the inability of single-domain
mitigation algorithms to adequately ameliorate their effects. In this challenging situation, and others like
it, joint t-f techniques can provide significant performance gains, since the instantaneous frequency (IF),
the instantaneous bandwidth, and the energy measurement, in addition to myriad other parameters, are

available. The objective is then to estimate the t-f signature of the received data using t-f analysis,
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attenuating, or removing, the received signal in those t-f regions that contain strong interference. This is
depicted by the region in between the dashed lines in Figure 1.

Recently, several techniques based on linear transforms and quadratic distributions have been devised
for FM interference excision in direct-sequence spread-spectrum (DSSS) communication systems [1] —
[51, [15], [18], [19], [27], [28]. These techniques assume clear jammer time-frequency signatures and rely
on the distinct differences in the localization properties between the jammer and the spread spectrum
signals. An important class of these t-f based methods applies subspace projection techniques for
interference mitigation [4], [26], [31], [32]. In essence, the jammer instantaneous frequency, whether
provided by the time-frequency distributions or any other IF estimator, is used to define the temporal
signature of the interference, with one-dimensional signal space per interference source. This, in turn, is
used to construct a subspace orthogonal to the jammer. The respective projection matrix is used to excise
the jammer power in the incoming signal prior to correlation with the receiver pseudorandom noise (PN)
sequence. The result is improved receiver signal-to-interference-plus-noise ratio (SINR) and reduced
BERs. Compared with the subspace projection techniques in the single-sensor case, the use of multi-
sensor array greatly increases the dimension of the available signal subspace. It allows both the
distinctions in the spatial and time-frequency (temporal) signatures of the GPS signals from those of the
interferers to play equal roles in suppressing the jammer with a minimum distortion of the desired signal.

In this chapter, we examine the applicability of multi-sensor subspace projection techniques for
suppressing nonstationary jammers in GPS receivers. We rely on IF estimators, specifically the TFDs, to
provide accurate estimates of the jammer signal parameters. With any employed IF estimator, the jammer
parameters are deemed to be perturbed. Due to inaccuracies in IF, the GPS receiver anti-jamming
performance is degraded, lowering the receiver SINR. This chapter analyzes the multi-antenna GPS
receiver performance in the presence of zero-mean identical and independent Gaussian IF estimation
errors. The single antenna receiver case is derived as a special case of the multi-antenna receiver. It is
shown that the use of several antennas at the receivers reduce the impact of IF estimation errors on

degrading the receiver performance. The angular location of each GPS satellite is assumed known and is
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used to design an appropriate jammer mitigation technique. In addition, accurate estimates of the jammer
spatial signatures are assumed, and stem from recently developed successful direction finding techniques
of FM signals [7], [8], [30]. In comparing the single and multi-antenna cases, the chapter shows that the
use of antenna arrays effectively improves the receiver SINR by exploiting the difference in spatial
signatures as well as the t-f signatures.

This chapter is organized as follows. Section 2 gives a description of the GPS signal structure. It also
briefly discusses nonstationary signal parameter estimations, and provides key references on the subject.
FM jammer suppression using subspace projection is introduced and analyzed in Section 3 for multi-
antenna GPS receivers. The effect of inaccuracies in IF estimation on receiver performance is analyzed in
Section 4 for the single-jammer case. Appendix A presents the generalization of the analysis of Section 4
to multiple jammers. All jammers are modeled as frequency modulated signals with no instantaneous
bandwidth. AM/FM jammers are outside the scope of this chapter and require a different analytical

approach.

2. Background

2.1. GPS C/A Signal Structure

GPS employs BPSK-modulated DSSS signals. The navigation data is transmitted at a symbol rate of 50
bps. It is spread by a coarse acquisition (C/A) code and a precision (P) code. The C/A code is a Gold
sequence with a chip rate of 1.023 MHz and a period of 1023 chips, i.e. its period is 1 ms, and there are
20 periods within one data symbol. The P code is a PN code at the rate of 10.23 MHz and with a period
of 1 week. These two spreading codes are multiplexed in quadrature phases[10,16,24]. Figure 2 shows
the signal structure. The carrier L1 is modulated by both the C/A code and the P code and the carrier L2 is
only modulated by P code. It is commonly assumed that the C/A code and the P code are perfectly
separated. The peak power spectral density of the C/A signal exceeds that of the P code by 13dB. The

GPS signal is typically very weak. The jammer-to-signal ratio (JSR) is often larger than 40 dB, whereas
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the signal-to-noise ratio (SNR) is about -14 to -20dB. Due to the high JSR, the jammer depicts a clear
signature in the time-frequency domain.

We mainly address the problem of anti-jamming for the C/A code. This code has unique properties
due to the fact that it is periodic within one data symbol and fixed for each satellite signal. It is shown

that this periodicity has a considerable effect on the receiver performance.

2.2. Instantaneous Frequency Estimation

As stated previously, there are several linear and bilinear t-f methods for IF estimation, most notably,
those based on Wigner-Ville distribution and its generalization into Cohen’s class. The Wigner
distribution (WD) (also known as Wigner-Ville distribution), which was the first distribution introduced
in the context of quantum mechanics, has paved the way to several key contributions to advances in the
area of time-frequency analysis as well as representations of signals with time-varying characteristics.
These contributions have aimed at overcoming the drawbacks of the WD and sought new, more effective
tools for nonstationary signal analysis, synthesis, and processing.

Cohen [13] provided a consistent set of definitions for a desirable class of time-frequency

distributions (TFDs), often referred as Cohen’s class. Cohen’s class of time-frequency (t,®) distributions
for the signal x(t) may be presented in different forms, including

ot o, ¢) = T T¢(t—u,r)x(u+r/2)x(u—r/2) e du dr (2.1)

Different distributions are obtained by selecting different kernels, #(t,z) . Both the Wigner
distribution and the spectrogram are prominent members of Cohen’s class. The WD, and its widowed
approximation, is obtained from (2.1) by setting the kernel to be an impulse in time, t. TFDs have been
successfully applied to areas where signals are localizable in the time frequency domain and have fixed
distinct signatures that permit their classification and separation. Many of these applications are discussed
in the book by Cohen [13] and also in the book by Qian and Chen [25]. One successful offering of TFD is

in the area of instantaneous frequency estimation for FM signals [9]. TFD can be used to provide an
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accurate estimate of a jammer uniquely characterized by its instantaneous frequency. The distinctions
between the FM and the Gold code time-frequency signatures as well as the relative high strength of the
jammer and weak GPS signal power, simplify the jammer IF estimation. Figure 3 shows the Wigner
distribution of a chirp signal in noise with SNR = -20 dB. Added to the chirp signal, a spread spectrum
signal of JSR = 40 dB. The chirp t-f signature is clear in the figure, and its parameters can be easily
identified and used for subspace construction. We maintain that the proposed technique for GPS FM
jammer suppression does not require the application of any particular IF estimator. However, TFD has
been shown to outperform other estimators, specifically for signals with rapidly-changing frequency

characteristics [9], with increased computational cost.

3. Subspace Projection Array Processing

The concept of subspace projection for instantaneously narrowband jammer suppression is to remove the
jammer components by projecting the received data onto the subspace that is orthogonal to the jammer
subspace, as illustrated in Figure 4.

In GPS, the PN sequence of length L (1023) repeats itself Q (20) times within one symbol of the 50
bps navigation data. We use discrete-time form, where all the signals are sampled at the chip-rate of the
C/A code. We consider an antenna array of N sensors, and the communication channel is restricted to flat-
fading. In the proposed interference excision approach, the LNQ sensor output samples are partitioned
into Q blocks, each of L chips and LN samples. The jammer can be consecutively removed from the 20
blocks that constitute one symbol. This is achieved by projecting the received data in each block on the
corresponding orthogonal subspace of the jammer. The jammer-free signal is then correlated with the
replica PN sequence on a symbol-by-symbol basis. We first consider the subspace projection within each

block. The array output vector at the k™ sample is given by

x(k) = x, (k) +X, (k) +b(k) = c(k)h +iAui(k)ai 1+ b(k) 2.2)

i=1
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where X, X,, and b are the signal, the jammer and the white Gaussian noise contributions, respectively. h

is the signal spatial signature, and c(k) is the spreading PN sequence. The number of jammers is D. All

jammers are considered as instantaneously narrowband FM signals with constant amplitude

ui(k)=exp[j@(k)]. Ai and a are the i-th jammer amplitude and the spatial signature, respectively.

Furthermore, we normalize the channels and set ||h||i =N and ||a||2F =N, where ||||i is the Frobenius

norm of a vector. The noise vector b(k) is zero-mean, temporally and spatially white with

E[b(k)b" (k+1]=0
E[b(k)b" (k+1)]=c?5()1y

(2.3)

where ¢ is the noise power, and Iy is the NxN identity matrix. Using L sequential array vector samples

within the block, we obtain the following LN-by-1vector

X=X x"(2) .. X' (T
=X, +X,+B

The vector X, consists of the D jammer signals, and is expressed as

with

Vi ®a = [0 @ u@ . uL] e

JL
where ® denotes the Kronecker product. Therefore,
V=V, V, .. Vp]
spans the jammer signal subspace, and its orthogonal subspace projection matrix is given by

P=1, -V(V'V)IvH =1 —%VVH

The projection of the received signal vector onto the orthogonal subspace yields

X, =PX=PX,+PB
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which excises the jammers entirely. The signal vector X , assuming symbol “1” is transmitted, can be

rewritten as
X, =[p@) p@) - p(LI ®h A q (2.10)
where p(n) is the C/A code and the vector q represents the spatial-temporal signature of the GPS signal.

The result of despreading in the subspace projection based array system over one block is

y=9"X, =q"Pq+q"PB A y,+Y, (2.11)
where y; and y, are the contributions of the PN and the noise sequences to the decision variable,
respectively. Equation (2.11) assumes that the received satellite signal is aligned with its receiver replica.
Appendix A shows that the projection operation does not cause a shift of the correlation peak, and as
such, there is no bias in the pseudorange. For simplification, we assume that the jammers share the same
period as the GPS data symbol. In GPS systems, due to the fact that each satellite is assigned a fixed
Gold code [3], and that the Gold code is the same for every data symbol, y; is a deterministic value, rather

than a random variable assumed in many spread spectrum applications. The value of y; is given by

1
y,=q"Pg=q" (I, —WVV“)q

Vi
=q”q—%qH(Vl V, o Vo) VfH g
Vo
1 D 1
=LN —WqH(;ViViqu:LN—W;qHViVin (2.12)
where
9"V, =(p®h)" (u; ®a;) = (p"u;)(h"a;) (2.13)
Define
’
=] Nai (2.14)
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as the spatial cross-correlation coefficient between the signal and the i jammer, and

p =P ﬁ (2.15)
as the temporal cross-correlation coefficient between the PN sequence and the i™ jammer vector.
Accordingly,

a"V, =JLNa A, (2.16)
ylzLN—LNi|ai|2|ﬂi|2 =LN (l—i|ai|2|ﬂi|2J (2.17)

From the above equation, it is clear that y; is real, which is due to the Hermitian property of the projection

matrix P. From the assumptions in (2.3), y, is complex Gaussian with zero-mean. Accordingly,
D 2 2
Elyl=y, = LN | 1= > [ei[ | 3] (2.18)
i=1

Var[y] =Var[y,]1=E[y,[']
=E[q"PBB"P"q]=q" PE[BB" ]Pq
=c?q"PPq=0c%q"Pq (2.19)

2 2 3 2 2
=0 y1:O' LN (1—Z|ai| |A| J
i=1

The above two equations are derived for only one block of the GPS signal symbol. Below, we add
subscript m to identify y with block m (m=1, 2, ..., Q). By summing all Q blocks, we obtain the output of

the symbol-level despreading,
=2 Yn (2.20)

Since yn is Gaussian with zero-mean, then y is also a zero-mean Gaussian random variable. The decision

variable y;, is the real part of y,
yr = Re[y] (2.21)

The expected value of y, is
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Q
E[y, 1= E[yl= D Elyn]

m=1

Q D
= LN (o_ N |ﬂmi|2J (2.22)

m=1i=1

~ LN [Q—i@“if mi_llﬂmdz)]

i=1
where ¢ and Sy are the spatial and temporal cross-correlation coefficients between the signal and the i
jammer over block m. Since the changes in the spatial signatures of the signals and jammers are very

small compared with the period of one GPS symbol (20 ms), ami can be simplified to ¢ for the last step in

(2.22). The variance of y, is

1 12
%, =39 =7 2%
(2.23)
1, D 2 L 2
=50 NIQ- CAN:M
i=1 m=1
Therefore, the receiver SINR expression [17] after projection and despreading is given by
2
SINR:E—[y]
Var[y]
D Q (2.24)
2w o3 ol S |
i=1 m=1

2
o

The temporal and spatial coefficients appear as multiplicative products in (2.24). This implies that the
spatial and temporal signatures play equivalent roles in the receiver performance. In the absence of the
jammers, no excision is necessary, and the SINR of the receiver output will become 2LNQ/02, which

represents the upper bound of the interference suppression performance. Clearly, the term
D 2 Q 2
2LND | |ei|” 2| Bl (2.25)
i=1 m=1

in equation (2.24) is the reduction in the receiver performance caused by the proposed interference
suppression technique. It reflects the energy of the signal component that is in the jammer subspace. We

note that if the jammers and the DSSS signal are orthogonal, either in spatial domain (=0) or in

50



temporal domain (4y,i=0), the interference excision is achieved with no loss in performance. In the general
case, fni, for FM interference, takes a small value, which is much smaller than «;. Therefore, the
difference in the temporal signatures of the incoming signals allows the proposed projection technique to
excise FM jammers effectively with only insignificant signal loss. The spatial cross-correlation
coefficients ¢; are fractional values and, as such, further reduce the undesired term in (2.25).

Interference suppression using arrays is improved in several ways. First, the employment of an
antenna array can lead to an accurate IF estimation of the jammers [19]. Second, in comparison to the

single sensor case [N =1, ¢; =1],

i=1 m=1

2
o

SINR = ZL[Q_ZD:iLB”“FJ

(2.26)

multi-sensor receivers, at minimum, improve SINR by the array gain. This is true, independent of the
underlying fading channels and scattering environment. Finally, spatial selectivity, highlighted by the

role of « is used to discriminate against the jammer signal.

4. Effects of IF Errors on the Projection Operation

Errors in IF may occur in many situations, where it becomes difficult to determine the IF due to a drop in
the jammer power, presence of amplitude modulations, or high levels of cross-terms in the t-f domain.
When IF estimation errors exist, the subspace projection operation will not entirely remove the jammer.
The un-excised residual jammer at the projection filter output is often significant, specifically for high
JSR. With no specific focus on any particular IF estimator, the phase errors in this section are modeled as
a zero-mean Gaussian white noise process, motivated by the fact that phase errors, directly obtained from
the analytic signal of FM in complex Gaussian additive noise, have wrapped Gaussian distributions [20].
For high jammer power, the distribution variance becomes very small and the phase errors assume a

Gaussian distribution. Consider a single jammer with an estimated unit vector represented as
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1 j i
uT:\/E[ JGWAW)  QiW@+A@) . eJ(¢<L>+A(LD} (2.27)

The phase estimation errors A(i) at different chips are assumed to be i.i.d random variables with a zero
mean Gaussian distribution and variance 2. The variance o2 is assumed to be sufficiently small such that
most errors lie inside the interval [-z, z]. The projection matrix, constructed from the inaccurate jammer
vector, is

ﬁ:hN~%00H (2.28)

where U=0®a. In this case, the output of the correlator in one block is
y=XUPX, + XHPW+ XIPX, A Y +Y,+Y, (2.29)

where y,, y, and y, represent, respectively, the contributions of the spreading code, the noise sequence,

and the interfering signal. Due to phase estimation errors, these three variables are random which renders

equation (2.29) different from its deterministic counterpart equation (2.11). Since the projection matrix

A

P, is Hermitian, y, is always real. The mean value of y, is

E[y,]= E[XPX,]=LN —%E[XSH uuMXx ] (2.30)
Define
h"a

as the spatial cross-correlation coefficient between the signal and the jammer, and

T R TA
p=bt -2t (2.32)

as the exact and estimated temporal cross-correlation coefficient between the PN sequence and the

jammer vector, respectively. Therefore,
XH0=(peh)" (G®a)=(p"a)(h"a) =vLNas (2.33)

It can be readily shown that
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E[00"]=e " u u" +%(1—e’”3)lp (2.34)

Hence,

R TAaH
Ely] - LN@-[af 4] D - LN@-|af E2PD)

L (235)
=LN [1—|0:|2 {e"sz ﬂ|2 + 1-e ]]

L
E[J,1-0 (2.36)

With the noise assumption,

Similar to y,, the mean value of y, is obtained as

E[9,]= E[X!'PX, ] = AVL (xyu —%E[X?UO”U]}
- A\/E(X?U—%NZaE[pTGGHu]j (2.37)

= ANaf(L—e " )(L-1)
From (2.35) - (2.37), the mean value of 9 can be calculated by the sum

E[y] = E[y,]+ E[Y,]+ EY,] (2.38)

The mean square value due to the signal is

~ |2 HA HA
E[‘yl‘ ]: E[xs szxs sz]
= E[L’N2 —2LX"0UM X, +%x§00“xsx§00'*xs]
= ’N2 —2N?L|af* E[p"G0"p] + N?|a|* E[pT GG ppT GG p] (2.39)

= ’N? - 2N2L]a|’ €L B f1-e )4

N7Je’ [(2 +aL|pfe ) a-e )+ 2| pll e 2 }

In deriving the above expression, p'G is approximated by a complex Gaussian random variable, invoking
the Central Limit Theorem. From (2.35) and (2.39), the variance of y, can be computed as

m2 ~2 2k

oy, =E[y, 1-E°[y,] (2.40)

The mean square values of y, and ys are given by
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El5.| 1=67, = EIX! PwwBx,]
= E[E[X"' PWW"PX, | P]]
= c2E[XPPX,] (2.41)
= 0*E[X{' PX,] = 0°E[y]

2
2 12| ame?) aP 1-e%
=c LN[l || (e B+ - J]

~ |12 ~ A A ~
E[‘yg‘ 1= E[XH PX X" PX,] = A2LE[U" PX X" PU]

— A2LE[UM X XM U - UM 00" X XHU
N

—iuHxsx;*OOHu+i2u“00'*xsx;‘00”u1
N N

= AL{N2Laf*| " ~ N2|o|* VLAE[U" 0" p] (2.42)
~N2|af VP S Elp" 00" u]+ N2|af* E[uMGappH GG ul}
= AN2LIo (L] 2| B [ + -6 /L]
+[e7 +(1—e ) ILIL|B e +1-e )}
Therefore, the variance of y; is given by
2 ~ |2
1-|EDV,] (2.43)

Lo N
Oy = E[ Y3

The expression of the covariance and cross-correlation between the three components of the decision

variable has no closed-form expression. Extensive numerical computations show that the covariance
between y; and y,; (i# j), i, j=1,2,3) assume small values relative to the respective variance values,

and as such their contributions to the overall variance expression below can be ignored. The variance of

the decision variable can be approximated by
Q’;r = Q'fﬁ +%(Q‘§2 + g-is) (244)
The above equations are derived for only one block of the signal symbol. Below, the subscript m is added

to identify §/ with block m (m=1, 2, ..., Q), and should not be confused with those used in (2.29). The

decision variable Yy, can be expressed as

“ Q .
Y, =Re[Y_y,] (2.45)
m=1
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Since the white Gaussian noise sequences and estimation errors are independent for different blocks, the

expected value and variance of 'y, become

R Q “ ~ Q ~
E[y,]1= D _Re[E[y, . Var[y,]=> vary,] (2.46)

m=1 m=1

The above expressions can now be used to generate the desired receiver SINR,

SINR =i¥f] (2.47)
Var[y, ]

5. Simulation Results

In this section, we present simulation results illustrating the performance properties of the proposed
projection technique.

Figure 5 depicts the receiver SINR, given by equation (2.24), as a function of the input SNR. We
consider two chirp jammers, each of a sweeping time equals to the GPS C/A symbol duration. The
angle-of-arrival (AOA) of the satellite signal and the jammers are 5°, 40°, and 60°, respectively. A simple
two-element array is considered with half-wavelength spacing (A longer array, or a higher dimensional
array could be used, but would not draw a different conclusion). The satellite PN sequence is the Gold
code of satellite SV#1, and the normalized frequency of the jammers are from 0.01 to 0.2 and from 0.5 to
0.3, respectively, and assumed to be perfectly estimated. (In all analysis and simulations, the jammer
waveforms are assumed to occupy part or the full band of the GPS signal and it is properly sampled.) The
SINR of the single sensor case is also plotted for comparison. The array gain is evident in Figure 5. In
this example, |au|=0.643, |a,|=0.340. Over the 20 blocks of the GPS signal symbol, the temporal cross-
correlation is computed for each jammer. It is found that || is in the range [0.0049- 0.0604], whereas
| %] is in the range [0.0067- 0.0839]. These different values of the temporal correlation coefficient are due
to the fact that different blocks of the GPS symbol capture different segments of the chirp jammer. With
the above values, the term (2.25) is far less than 2LNQ, which allows SINR (2.24) to be very close to its

upper bound, representing a jammer-free environment.
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Next, we examine the effect of phase errors on the receiver performance. We consider a periodic
chirp jammer whose period is equal to one block length of the GPS C/A symbol. The angle of arrival
(AOA) of the satellite signal is 5°. A two-element array is considered with half-wavelength spacing. The
Jammer-to-Signal-Ratio (JSR) is set to 50 dB and SNR equal to —20 dB. Figure 6 depicts the simulated

values of the receiver SINR vs. the phase error variance o2, which changes in the narrow range [0, 0.01]

for all blocks. Small errors in the phase estimates will only allow a small portion of the jammer to escape
the excision process. However, with high jammer-to-signal ratio, this portion can significantly
compromise the receiver performance. The above error range is selected to demonstrate such an effect,
and it is also typical when using reliable IF estimators. The AOA of the jammer signals are set to 5°, 35°,
and 65°, respectively. It is clear from the figure that, as the error variance increases, the output SINR
decreases. The SINR of the single sensor case is also plotted for comparison. Unlike the result of exact IF
estimation, where antenna arrays bring a constant 3 dB array gain, the receiver SINR in the presence of
those errors is dependent on the spatial signatures of the signal and jammer. For small spatial cross-
correlation coefficients, the use of antenna array allows the receiver to be more robust to the IF estimation
errors. The relation between the receiver SINR and the jammer AOA is shown in Figure 7. In this case,

phase error variance «? in Figure 6 was kept constant at 0.01. It is important to observe that the peak and

the null in Figure 6 correspond, respectively, to the lowest and highest values of the spatial correlation
parameter between the GPS signal and jammer. This parameter behavior is shown in the same Figure 8.
In the next simulation, we consider multiple jammers. The angle of arrival (AOA) of the satellite

signal is 50 degrees. The same satellite code and array of the previous example are used. The SNR is set

to —20 dB. Figure 9 depicts the simulated values of the receiver SINR vs. the phase error variance or
which changes in the range [0, 0.01] for all blocks. JSR is equal to 50 dB. Both single jammer and
multiple jammer cases are depicted. The AOA of the jammer signals are set to be 35° and 65°
respectively. When two jammers are present, the jammer with AOA 35° has a frequency range [0, 7], and

the one with AOA 65°[0.67, 0.87]. It is clear from the figure that, as the error variance increases, the
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output SINR decreases. The 35 degree jammer yields worse performance, since it possesses higher
correlation with the desired signal. With the two jammers present, the performance is close to the worst
single jammer performance. The receiver acts on removing the jammer that is least correlated with the
desired signal using the spatial degrees of freedom, not counting much on the t-f signature distinction
between its respective waveform and the GPS signal. The other jammer escapes the spatial filtering; in
which case, the receiver seeks t-f signature distinctions for its removal. The errors in IF prevent complete

suppression.

Conclusions

Subspace projection is a pre-correlation technique that can effectively reject the wideband interference
effectively when the jammer has instantaneous narrowband t-f profile. In this chapter, suppression of
frequency modulation interferers in GPS using antenna arrays and subspace projection techniques is
proposed. It is shown that both the spatial and temporal signatures of the signals impinging on the multi-
sensor receiver assume similar roles in the receiver performance. The spatial and temporal signatures'
respective correlation coefficients appear as square multiplicative products in the SINR expression.
However, due to the Gold code structure and the length of the PN, the differences in the temporal
characteristics of the FM jammer and the C/A code yield negligible temporal correlation coefficients.
These small values allow the receiver to perform very close to the no-jamming case, irrespective of the
satellites and the jammers' angles of arrival. The fundamental offering of the array in the underlying
interference suppression problem is through its gain, which is determined by the number of antennas
employed at the receiver.

Since the subspace projection matrix is solely dependent on the IF estimation, IF estimation errors
will perturb the projection matrix and allow part of the jammer power to escape the projection operation.
The effects of the IF estimation errors on SINR performance of GPS receiver using array subspace
projection in the presence has been analyzed. The phase errors are modeled as zero-mean white Gaussian,

and independent over different chips. The spatial signature is assumed to be accurately estimated. The
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analysis and simulation shows that, although the IF estimation errors can affect the receiver SINR
significantly, the combination of temporal and spatial signature can provide more robustness in the

presence of IF estimation errors, and as such, render better performance than the single antenna scheme.
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Appendix A

For a single jammer and a single antenna receiver, the projected satellite signal, upon correlation with the

receiver C/A code of the same satellite provides

y=p"[1-uu" Jp=p"p—(p"u)(u"p) (A1)

Using the definition of the cross-correlation given by (2.15),

y=L-Lgg =L(1-|Af)

(A2)

The above equation assumes the alignment of the received C/A code with the receiver C/A code. In

general, this is not the case. Define p, as the vector containing the shifted C/A code such that the vector

elements

Pa (n) = p(n B A)
In this case, the correlation between the two non-aligned codes is

Ya =P p-(piu)(u"p)
Using the Gold code property,

PApP=7y y =110

and
Ya=7-LBS
- —L(_—L“ﬂw*j
For unbiased peak location, we require
18/ Y _pp
L(2-1 )|~ L(L ﬂAﬂ]

That is,
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(1-147)> {—ﬂAﬂ*‘
Since |A|0) 1, then
1> {—ﬂ;ﬁ*‘
A tighter bound is
L-|y L-|yl 1
R I A T R

(A.6)

L—
Since the maximum value of the cross-correlation is 1, and #zl for L=1023, then (A.6) is

readily satisfied.
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Appendix B

With presence of multiple jammers, the parameters in (2.31) and (2.32) will assume different values. For

the i-th jammer, the spatial cross-correlation coefficient, exact and estimated temporal cross-correlation

coefficients are given by

_hHai Py “_pai
a=" A B

Accordingly,

X!0=(p®h)" (u®a) =(p"u;)(h"a) =vLNej

(B.1)

It is straight forward to show that for M, (M = D), jammers, the mean values of three terms constituting

the decision variable are give as follows:

E[y,]= LN(l—_Mglailz el D

1-e

= LNL-Y e[ (@ Bl + )

E[y,]=0
SIARCRACO WA
:iMZlAﬁE[xS“ U —%:ZIXL* 0,05u,]
:iMZlAﬁ(Nﬁa.ﬂ. —%iNzamamiE[p“ﬁmﬁﬁuil)
o

=ZALN(aﬂ —afpe” —Zamami 1_%@

where
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(B.3)

(B-4)

(B.5)



is the spatial cross-correlation coefficient between the m™ and the i" jammer components. The mean

square value of 91 give by

A~ 12 ~ ~
Efly,| 1= EIX{PXX'PX]

= N2 - E[2LX" 00" X+ E[XHUU X XTOU"X(] (B.6)

= L’N? ~ Y2t Vi3
ZZLN |, PHELG,0 Tp = ZZLN s e L[ +1-e)
The mean square values of the other two terms are given by

~ |2 A A
oy, = ENY,| 1= EDXYPWW"PX]

= E[E[X"PWW"PX,_ | P]] = o2 E[X'PPX_]

= 6?E[X!'PX,] = 0 E[y,] (1)
2 22| a1 o
=GLN[1- Y Jai[ (™ | + i )]
3 T=EDXPXXPX 1= D A ALEUAXXPU]
1< H S H
—ZZAnAnL{UH XX'U,—~ E[ZUH LUXX Un]_N ED UXX'UY'U]
+—E[i§“u 0,0"x, X" 0,010, = 2N2[3 2 Yo+ Yau (B8)
where )732, 933 and )734 can be shown to be:
02
ZZAnAhLZN o, BB (e +Za a (B.9)
Led

o= 2D AAUN G o n+2amat —) (B.10)

m=ln=1
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o
=N S S A AL, +Za o SN +Za o o 0 )&Jamlze*’ﬁ(l—e*’fﬂ)

m=ln=1
+Z;Zgansl %los @B, + Lo o) Z;leaml e (- (B.11)

S o e e )= S5 o oty ) ’]

m=1ln=1 m=1n=1s=1

Therefore, the variance of 93 is given by

&, =l 1-]EG.] ®.12

It can be shown that the covariance between )A/i and )A/j (i=]), 1, J=1,223) assume small values

relative to the respective variance values. The variance of the decision variable can then be approximated

by
oy =B, +%(@i +8,) (B.13)

Similar to the single-jammer case, the overall values of the mean and the variance should be averaged

over Q blocks.
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Figure 5: Output SINR vs. SNR.
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Chapter 3
Array Processing for Nonstationary Interference
Suppression in DS/SS Communications Using Subspace
Projection Techniques

1. Introduction

There are several methods that have been proposed for interference suppression in DS/SS
communications, most have been related to one domain of operation [1], [2]. These methods
include the narrowband interference waveform estimation [3], [4], frequency domain
interference excision [5], zero-forcing techniques [6], adaptive subspace-based techniques [7],
[8], and minimum-mean-square error (MMSE) interference mitigation techniques [9].
Nonstationary interferers, which have model parameters that change with time, are
particularly troublesome due to the inability of a single domain mitigation algorithm to
adequately remove their effects. The recent development of the quadratic time-frequency
distributions (TFDs) for improved signal power localization in the time-frequency plane has
motivated several new approaches for excision of interference with rapidly time-varying
frequency characteristics in the DS/SS communication systems. Comprehensive summary of
TFD-based interference excision is given in reference [10]. The two basic methods for time-
frequency excision are based on notch filtering and subspace projections. Utilization of the
interference instantaneous frequency (IF), as obtained via TFDs, to design an open loop adaptive
notch filter in the temporal domain, has been thoroughly discussed in [11], [12]. Subspace
projection methods, commonly used for mitigating narrowband interference [13], [14], have been

recently introduced for suppression of frequency modulated (FM) interference and shown to
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properly handle multi-component interference, reduce the self-noise, and improve the receiver
performance beyond that offered by other time-frequency based techniques [15], [16], [17].

The main purpose of this chapter is to integrate spatial and temporal processing for
suppression of nonstationary interferers in DS/SS systems. Specifically, we extend the
projection-based interference mitigation techniques in [15], [16], [17] to multi-sensor array
receivers. The proposed multi-sensor interference excision technique builds on the offerings of
quadratic time-frequency distributions for estimation of 1) the time-frequency subspace and
time-frequency signature of nonstationary signals, and 2) the spatial signature of nonstationary
sources using direction finding and blind source separations. With the knowledge of the time-
frequency and spatial signatures, the objective is to effectively suppress strong nonstationary
interferers with few array sensors. The proposed technique does not require the knowledge of the
array response or channel estimation of the DS/SS signal, but it utilizes the distinction in both of
its spatial- and time-frequency signatures from those of the interferers that impinge on the array.
With the combined spatial-time-frequency signatures, the projection of the data vector onto the
subspace orthogonal to that of the interferers leads to improved receiver performance over that
obtained using the subspace projection in the single-sensor case.

The rest of the chapter is organized as follows. In Section 2, the signal model is described.
Section 3 briefly reviews the subspace projection technique. We present in Section 4 blind
beamforming based on subspace projection and derive the receiver output signal-to-interference-
plus-noise ratio (SINR). Several numerical results are given in Section 5. Section 6 concludes

this chapter.
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2. Signal Model

In DS/SS communications, each symbol is spread into L=T/T, chips, where T and T are,

respectively, the symbol duration and chip duration. We use discrete-time form, where all signal
arrivals are sampled at the chip-rate of the DS/SS signal. The symbol-rate source signal is
denoted as s(n), and the aperiodic binary spreading sequence of the nth symbol period is
represented by c(n,l)exl, 1=0,1,--,L-1. The chip-rate sequence of the DS/SS signal can be
expressed as

d(k) =s(n)c(n,1) with k=nL+I (3.1)
For notation simplicity, we use c(l) instead of c(n,l) for the spreading sequence.

We consider an antenna array of N sensors. The propagation delay between antenna
elements is assumed to be small relative to the inverse of the transmission bandwidth, so that the
received signal at the N sensors are identical to within complex constants. The received signal
vector of the DS/SS signal at the array is expressed by the product of the chip-rate sequence d(k)

and its spatial signature h,
X,(k)=d(k)h (3.2)
The channel is restricted to flat-fading, and is assumed fixed over the symbol length, and as such

h in the above equation is not a function of k.

The array vector associated with a total of U interference signals is given by

X, (0= Y au®) 3
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where a; is the array response to the ith interferer, u, (k). Without loss of generality, we set

||h||i =N and |a ||2F =N, i=12,--,U, where |[]_ is the Frobenius norm of a vector. The input

data vector is the sum of three components,

X(k) = %, (k) +x, (k) + b(k) = d (k)h+iéui (k) +b(k) (34)

i=1
where b(k) is the additive noise vector. In regards to the above equation, we make the following

assumptions.

Al) The information symbols s(n) is a wide-sense stationary process with E[S(n)s*(n)] =1,

where the superscript * denotes complex conjugation. The spreading sequence c(k) is a binary
random sequence with E[c(k)c(k+1)] = &1), where &) is the delta function.*
A2) The noise vector b(k) is zero-mean, temporally and spatially white with
E[b(k)b" (k+1)]=0, foralll
and

E[b(k)b" (k+1) |= a5 ()1

where o is the noise power, the superscripts Tand M denote transpose and conjugate transpose,
respectively, and Iy is the NxN identity matrix.

A3) The signal and noise are statistically uncorrelated.

This assumption is most suitable for military applications and P-code GPS.

75



3. Subspace Projection

The aim of subspace projection techniques is to remove the interference components before
despreading by projecting the input data on the subspace orthogonal to the interference subspace,
as illustrated in Figure 1. The receiver block diagram is shown in Figure 2.

A nonstationary interference, such as an FM signal, often shares the same bandwidth with the
DS/SS signal and noise. As such, for a chirp signal or a signal with high-order frequency laws,
the signal spectrum may span the entire frequency band, and the sample data matrix loses its
complex exponential structure responsible for its singularity. Therefore, the interference
subspace can no longer be obtained from the eigendecomposition of the sample data matrix [13],
[15] or the data covariance matrix [14], as it is typically the case in stationary environments. The
nonstationary interference subspace, however, may be constructed using the interference time-
frequency signature. Methods for estimating the instantaneous frequency, instantaneous
bandwidth, and more generally, a time-frequency subspace, based on the signal time-frequency
localization properties are, respectively, discussed in references [18], [19], [15].

For the general class of FM signals, and providing that interference suppression is performed
separately over the different data symbols, the interference subspace is one-dimensional in an L-
dimensional space. We note that since an FM interference has a constant amplitude, its
respective data vector can be determined from the IF up to a complex multiplication factor. The
unit norm normalization of this vector represents the one-dimensional interference subspace
basis vector. Among candidate methods of IF estimation is the one based on the time-frequency
distributions. For example, the discrete form of Cohen’s class of TFD of a signal x(t) is given by

[20]
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Dyt )= 3 3 g(m o)Xt +m+ o) (t+m-r)e =" (3.5)

M=—00 7=—00

where ¢(m,t) is a time-frequency kernel that could be signal-dependent. The TFD concentrates
the interference signal power around the IF and makes it visible in the noise and PN sequence
background [18], [21]. It has been shown that, for linear FM signals, Radon-Wigner transform
provides improved IF estimates over the TFD [22]. Parametric methods using autoregressive
model have also been proposed [23].

Other nonstationary interference with instantaneous bandwidth or spread in the time-
frequency domain are captured in a higher-dimension subspace. In this case, the interference
subspace can be constructed from the interference localization region Q in the time-frequency
domain (see, for example, [15]). The subspace of interest becomes that which fills out the
interference time-frequency region Q energetically, but has little or no energy outside Q.

Interference-free DS/SS signals are obtained by projecting the received data vector (in the
temporal domain processing, the vector consists of data samples at different snapshots) on the

subspace orthogonal to the interference subspace.

3.1. Temporal Processing

In the single-sensor receiver, the input data is expressed as

x(K) = X, (k) + X, (k) + b(k) = d(k)+iui(k)+b(k) (3.6)

i=1
Using L sequential chip-rate samples of one symbol of the received signals at time index k, we

obtain the following input vector
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[x(k) x(k-2) - x(k+L+D)]
=[x(k) x(k-1) - x(K-L+DJ

. (3.7)
+[%, (k) %, (k=1) - x (K-L+1)]
+[b(k) bk-1) - bk+L+D]
or simply
X (k) = X, (k) + X, (k) + B(k) (3.8)

We drop the variable k for simplicity, with the understanding that processing is performed
over the nth symbol that starts at the kth chip. Then, equation (3.8) becomes

X=X,+X,+B (3.9)

Below, we relax the FM condition used in [13], [16] that translates to a single dimension

interference. The general case of an interference occupying higher dimension subspace is

considered. We assume that the ith interferer spans M, dimensional subspace, defined by the
orthonormal basis vectors V,,, V,,, ---, V;,, , and the different interference subspaces are
disjoint. Define
Vi=[Viy Vi, o Vi | (3.10)
and let M =ZS:1Mi as the number of total dimensions of the interferers. With L>M, the LxM
matrix

V=V, V, -« V],VinV,=0 fori=j (3.11)

is full rank and its columns span the combined interference subspace J. The respective projection

matrix is
P=Vv(y"v)'v" (3.12)

The projection matrix associated with the interference orthogonal subspace, G, is then given by

78



P=1_-VV"v)'v" (3.13)
When applied to X, matrix P projects the input data vector onto G, and results in

X, =PX =PX,+PB (3.14)
which no longer includes any interference component.

The single-sensor receiver implementing subspace projection for excision of a single
instantaneously narrowband FM interferer (i.e., U =1, M, =1) in DS/SS communications is
derived in [24]. The receiver SINR is shown to be

(L-1)° L-1

SINR = > =— (3.15)
[1—J+0(L—1) +0

For typical values of L, (L-2)/(L-1) ~ 1, and equation (3.15) can be simplified as

L(L-1)

N(L-1)
o+N/L

SINR ~ (3.16)

Compared to the interference-free environment, where the receiver SINR is L/o, nonstationary
interference (3.16) is achieved by reducing the processing gain by 1 and increasing the noise

power by the self-noise factor of 1/L.

4. Subspace Projection in Multi-Sensor Receiver

In this section, we consider nonstationary interference excision in multi-sensor receivers using
subspace projections. We note that if the subspace projection method discussed in Section 111 is
extended to an N-element array by suppressing the interference independently in each sensor
data and then combining the results by maximum ratio combining (see Figure 3), then it is
straightforward to show that the receiver SINR is given by

N(L-1)

SINR~x ——~
o+N/L

(3.17)
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The above extension, although clearly improves over (3.16), does not utilize the potential
difference in the spatial signatures of signal arrivals, and, therefore, is inferior to the receiver

proposed in this Section.

4.1. Spatio-Temporal Signal Subspace Estimation

To construct the spatio-temporal signal subspace of the interference signals, it is important to
estimate both the time-frequency signature (or subspace) and the spatial signature of each
interferer. The IF estimation of an FM interference signal based on time-frequency distribution
is addressed in Section I11. It is noteworthy that when multiple antennas are available, the TFD
may be computed at each sensor data separately and then averaged over the array. This method
has been shown in [25] to improve the IF estimation, as it reduces noise and cross terms that
often obscure the source true power localization in the time-frequency domain.

On the other hand, the estimation of source spatial signature can be achieved, for example, by
using direction finding and source separation techniques. When the interference signals have
clear bearings, methods like MUSIC [26] and maximum likelihood (ML) [27] can be used to
estimate the steering matrix of the interference signals. These methods can be revised to
incorporate the TFD of the signal arrivals for improved performance [28], [29], [30]. On the
other hand, in fading channels where the steering vector loses its known structure due to
multipath, blind source separation methods should be used [31], [32], [33]. Since the interferers
in DS/SS communications often have relatively high power, good spatial signature estimation is
expected.

More conveniently, the spatial signatures can be simply estimated by using matched filtering
once the time-frequency signatures are provided. The maximum likelihood estimator for the

vector a; is obtained as
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8 =N 36 (0x(K) /36 (0)x(K) @.19)

F

where U, (k) is the estimated waveform of the ith interferer. It is noted that the possible phase
ambiguity in the waveform estimation of U, (k) does not affect the estimation of the spatial

signature. For slowly varying channels, the above average can also be performed over multiple
symbols to improve the estimation accuracy.
In the analysis presented herein, we assume knowledge of the interference subspace and its

angle-of-arrival (AOA) to derive the receiver SINR.

4.2. Proposed Technique
The subspace projection problem for nonstationary interference suppression in DS/SS
communications is now considered within the context of multi-sensor array using N array
elements. We use one symbol DS/SS signal duration (i.e., L chip-rate temporal snapshots), and
stack L discrete observations to construct an NLx1 vector of the received signal sequence in the
joint spatio-temporal domain. In this case, the received signal vector in (3.4) becomes

(X0 X(k-D - X (k+L+D)]

=[xIk) xI(k-D) - xI(K-L+D)]

. (3.19)
+[xi(k) xjk=1) - xj(K-L+1)]
(0700 b= - b(k+L+D)]
or simply
X=X +X,+B (3.20)

where again the variable k is dropped for simplicity.
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In (3.19), the interference vector in the single-sensor problem, given by (3.7), is extended to a
higher dimension. With the inclusion of both temporal and spatial samples, the mth basis of the

ith interference becomes

Vin =Vin®g (3.21)
and
Vi=[Viy Vi, o Vi ] (3.22)
where ® denotes the Kronecker product. The columns of the LNxM matrix
V=[V, V, - V] (3.23)

spans the overall interference signal subspace. For independent spatial signatures, the matrix

rank is M. The orthogonal projection matrix is given by
P=1,-V(V"V)"Vv" (3.24)
The projection of the signal vector on the orthogonal subspace of the interferers’ yields
X, =PX=PX, +PB (3.25)
The block diagram of the proposed method is presented in Figure 4. As shown in the next section,

effective interference suppression can be achieved solely based on the spatial signatures or the

time-frequency signatures, or it may require both information.

4.3. Performance Analysis

Below we consider the performance of the multi-sensor receiver system implementing subspace

projections. Recall that
ViV =0 forany i,m=j,n. (3.26)
and

V"V =NI,, (3.27)
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the projection matrix P becomes
P=1,-—VV" (3.28)
The signal vector X, can be rewritten as

X, =[x[(k) xI(k-D) - x[(k+L+D]
=[d(h" d(k-Dh" - d(k-L+Dn |

(3.29)
=s()[c(L-1) c(L-2) - c(0)] ®h
[s(n)q
where the LNx1 vector
g=[c(L-1) c(L-2) - c(0)] ®hDc®h (3.30)

defines the spatio-temporal signature of the desired DS/SS signal. q is the extension of the
DS/SS code by replicating it with weights defined by the signal spatial signature.

By performing despreading and beamforming, the symbol-rate decision variable is given by
y(n)=a"X, (k) =s(n)q"Pa+q"PB(k) 1 y,(n) +y,(n) (3.31)
where y,(n) is the contribution of the desired DS/SS signal to the decision variable, and y,(n) is

the respective contribution from the noise.

The SINR of the array output becomes (see Appendix A)

E*[y(k)] _ (L_:ZM"/}"ZJZ
(o] ((:J;Mimrjz—Zgémr}-E(L—:J;Miv’)ir]

SINR =

(3.32)
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where &; is defined in (A.9), and B; is the spatial correlation coefficient between the spatial

signatures h and a,,i=12,---U , and is given by

h"a, (3.33)

1
A N

Note that when the noise power is small, i.e., o<<1, the variance of y, becomes dominant, and

the output SINR reaches the following upper bound

SINR g 5nr = F— (3.34)
(3wl | -25 s o
i=1 i=1
This result is affected by the factors L, M;, |B;|, and & ,i=1,---,U . On the other hand, when the

noise level is very high, i.e., o >>1, the noise variance plays a key role in determining var[y(k)],

and the output SINR becomes

(L_zmimfj N o
- |:1U : =;[L_ZMi|ﬂi| j (3.35)
(- Smar) 7T

SINR ~

low SNR

Unlike the high input SNR case, the output SINR in (3.36) also depends on both N and o
Comparing (3.34) and (3.35), it is clear that the improvement in the receiver SINR becomes
more significant when the spatial signatures produce small spatial correlation coefficients and

under high SNR.

Next, we consider some specific important cases. When g, =0,i=1,---U, var[y,(n)]=0the

receiver SINR in (3.32) becomes SINR = LN/o. This is to say, the output SINR is improved by a

factor of LN over the input signal-to-noise ratio (SNR) (not the input SINR!). This implies that
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the interferers are suppressed by spatial selectivity of the array and their suppression does not
cause any distortion of the temporal characteristics of the DS/SS signal. The DS/SS signal in
this case enjoys the array gain that contributes the factor N to the SINR.

For a single FM interferer (U=1, M,=1), equation (3.32) becomes

(L-laf)
(- et

It is easy to show that SINR in (3.37) monotonously decreases as |B,| increases, and the lower

SINR =

(3.37)

bound of the SINR is reached for B;=1, which is the case of the desired DS/SS signal and the

interference signal arriving from the same direction. With a unit value of B,

(L-1)°  _N(L-D

SINR ~
(1—3+E(L—1) 'Em

(3.38)

This result is the same as that of the single-sensor case developed in [16], except for the
appearance of the array gain, N, for the desired DS/SS signal over the noise. This equation also
coincides with (3.17). That is, the independent multi-sensor subspace projection, illustrated in
Figure 3, results in the same output SINR with the proposed multi-sensor subspace projection

method when |B,|=0.

On the other hand, the maximum value in (3.36) corresponds to £ =0, and is equal to SINR =
LN/o, as discussed above. For the illustration of the SINR behavior, we plot in Figure 5 the

SINR in (3.36) versus |B,| for a two-sensor array, where L=64, and one FM jammer is considered

with M = 7. The input SNR is 0dB.
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4.4. Remarks

Given the temporal and spatial signatures, the proposed technique simplifies to two consecutive
tasks. The first is to estimate the spatio-temporal signature. When using multiple antenna
receivers, a basis vector of the orthogonal projection matrix is obtained by the Kronecker product
of a jammer’s temporal signature and its spatial signature that results in the LNxLN orthogonal
project matrix instead of LxL in the single antenna case. The second task is jammer suppression
via subspace projection. This involves the multiplication of an LNxLN matrix and an LNx1
vector.

Note such increase in computations is natural due to increase of dimensionality. It is
noteworthy that array processing expands overall space dimensionality but maintains the jammer
subspace dimension. As a result, it yields improved SINR performance over temporal processing

or spatial processing only methods.

5. Numerical Results

A two-element array is considered with half-wavelength spacing. The DS/SS signal uses random

spreading sequence with L=64. The AOA of the DS/SS signal is O degree from broadside
(6, =0").
We consider two interference signals. Each interference signal is assumed to be made up of

uncorrelated FM component with M. =7,i=1,2. The overall interference subspace is M = 14.

The AOAs of the two interferers are 63:[400,600]. The respective spatial correlations in this
example are |B,/=0.53 and |3,|=0.21. Note that, in the subspace projection method, the output

SINR is independent of the input jammer-to-signal ratio (JSR), since the interferers are entirely

suppressed, regardless of their power. Figure 6 shows the receiver SINR versus the input SNR.
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The upper bounds correspond to interference-free data. For high input SNR, the receiver SINR
is decided by the induced signal distortion, described by the variance given in (A.10). It is
evident from Figure 6 that the two-antenna receiver outperforms the single-antenna receiver case
by a factor much larger than the array gain. Since the output SINR in the two-antenna receiver
highly depends on the spatial correlation coefficients, the curves corresponding to a two-sensor

array in Figure 6 will assume different values upon changing B,, or/and ,. The best
performance is achieved at 3,=p,=0.

Figure 7 shows the receiver SINR versus the number of chips per symbol (L). We let L vary

from 8 to 4096, whereas the input SNR is fixed at 0 dB. The two interference signals are incident
on the array with angles 6 J=[4O°,60°]. They are assumed to maintain their time-frequency spread

with increased value of L. As such, the respective dimensions of their subspaces grow
proportional to the number of chips per symbol. In this example, the dimension of each
interference signal is assumed to be 10 percent of L (round to the nearest integer). The ouput
SINR improvement by performing array processing at different L is evident from this figure. It
is seen that, unlike the case of the instantaneously narrowband FM interference, where the output
SINR increases rapidly as L increases, the output SINR in the underlying scenario ceases to
increase as L assumes large values. This is because the rank of the interference signal subspace
increases with L.

In Figure 8 we investigate the receiver SINR performance versus the number of array sensors.
In this figure, L is set at 64, and the input SNR is 0 dB. Two interference signals composed of

uncorrelated FM components are considered, and M, =7,i=1,2, are assumed. Two examples

are used to examine the effect of different AOAs. In the first example, 6 J:[40°,6O°]. The output
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SINR improves sharply as the number of array sensors increases from one to three, beyond
which the improvement becomes insignificant. The differences in the above AOAs of the
desired DS/SS signal and the interference signals are relatively large, and a small number of

array sensors leads to negligible spatial correlation coefficients. We also show a case with
closely spaced interference signals where 63:[50,150]. In this case, the output SINR slowly

improves as the number of array sensors increases.

It is noted that, when we consider a specific case, the output SINR does not increase
monotonously with the number of array sensors. This is because the relationship between the
spatial correlation coefficient and the AOAs is by itself not monotonous. Nevertheless, when we
consider the general case with different AOA combinations, high number of array sensors often

reduce the spatial correlation coefficients.

6. Conclusions

In this chapter, subspace projection techniques were employed to suppress nonstationary
interferers in direct sequence spread spectrum (DS/SS) communication systems. Interference
suppression is based on the knowledge of both the interference time-frequency and spatial
signatures. While the former is based on instantaneous frequency information that can be gained
using several methods, including time-frequency distributions, the later can be provided from
applying higher resolution methods or blind source separation techniques to the signal arrivals.
The differences between the DS/SS signal and interference signatures both in the time-
frequency and spatial domains equip the projection techniques with the ability to remove the

interference with a minimum distortion of the desired signal.
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The receiver performance based on subspace projections was analyzed. It was shown that the
lower performance bound is obtained when the sources have the same angular position. In this
case, the problem becomes equivalent to a single-antenna receiver with only the presence of the
array gain. On the other hand, the upper bound on performance is reached in the interference-
free environment and also corresponds to the case in which the spatial signature of the
interference is orthogonal to that of the DS/SS signal.

Numerical results were presented to illustrate the receiver SINR dependency on spatial

correlation coefficient, input SNR, and the PN sequence length.
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Appendix A
To derive the output SINR expression, we use s(n) = +1 (the output SINR is independent of s(n)

and same result follows when s(n) = -1). Then,

E[v,(m]=E[q"Pq
1
=E|q"|I-=VvV"
{q ( N )q
1 (A.1)
-E[a"a]-E[a"VV"q]
1 u M u M
SRR E 1023 %]
=1 M;=1 i,=1 M,=1
It is straightforward to show that
L-1
9"V, =(c®h)" (Vi, ®a)=(c'V,,)®(h"a ) = NAI YV, (De() (A2)
1=0
Using the orthogonal property of the spreading sequence Al), (A.1) becomes
My L Mi,
Ey,(n)]=LN - NE{Z&ZZV& ROEDN S ZV.Z o, (12)¢(1;)
=1 m=11=0 i=1 m,=11,=0
) My L1
=LN - NZIﬂI > > N ) (A3)
m=1 =0
=N (L—ZMi |ﬂi|2j
i=1
Due to the zero-mean property of noise (assumption A2) E[yz(n)] =0. Accordingly,
e[y -Elm] =N L-3 w3 | (%)

It is clear from (A.4) that the increase in the space dimensionality from L to NL does not simply

translate into a corresponding increase in the desired mean value, or subsequently in the
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processing gain. Also, from assumption A3), the cross-correlation between y,(n) and vy, (n) is
zero, i.e.,

E[y; )y, () |=E[y, (ny;(n)]=0 (A.5)
Therefore, the mean square value of the decision variable is made up of only two terms,

E|ly |=E| @ |+ &y | (A6)

The first term is the mean square value of y,(n). From (3.26), we have

E|lv,(m[" |=E[a"Paq"Pq]

E{q“ (IN —%W“jqq“ (ILN —ﬁVV”H

=E[q“qq“q]—%E[q“qq“VV“q}%E[q“W“qq“W“q] a0
:(LN)2—2LN2iMi|ﬂi|2+N2(2[iMi|,6’i|2jz+ > —2i§i |ﬂi|4J
where
=3 SV (Ve ) »9)
and e
&= i:\vm(l)\ (A9)

In practice, v; takes negligible values, and equation (A.7) can be simplified to

E[ |y, (mf* | =(LN)* ~2LN ZM 1B +N ( [iMiwzj _giémr‘J (A.10)
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The value of &; depends on the type of interference signals. Specifically, when the ith
interference signal is made up of a single FM or a number of uncorrelated FM signal components,
then the basis vectors are of constant modulus, and

G=—" (A.11)

The second term of (A.6) is the mean-square value of y,(n),

E[ |y, ()" |~ E[a"PB(K)B" (K)P"q ]

y 2 (A12)
:gE[qHPPHq}myE[qHPq]:JN(L—ZMi|ﬂi| j

The variance of y(n) is given by

var[y(n)] = E||y(mf* |- E*[y(m)]
= E[y.(mf |+ ||y |- E* [y, (] (A13)

i Nz[(g“MiWZJZ —Ziuzlé |ﬂi|4J+O_[L— : M, |,Bi|2]

Equation (3.32) follows by using the results of (A.4) and (A.13).
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Figure 1. Jammer suppression by subspace projection.
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Figure 2. Block diagram of single-sensor subspace projection.
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Figure 3. Block diagram of independent multi-sensor subspace projection.
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Figure 4. Block diagram of proposed multi-sensor subspace projection.
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Chapter 4
Performance Analysis of GPS Receivers in Impulsive Noise

1. Introduction

Impulsive noise is encountered in many environments. It has been shown that this type of noise has a
significant effect on satellite-mobile radio systems [1]. One major source of impulsive noise is the
automotive ignition systems. The frequency range of automotive ignition noise is 100 MHz ~ 10 GHz [2],
which extends over the GPS carrier frequency of 1.58 GHz and its 1 MHz bandwidth. The impulsive
noise from the ignition systems shows a random nature of the amplitudes, inter-arrival times, and
durations of noise bursts. This noise might be a hidden menace to GPS receivers since the ignition wire
and the body of the automobile act as a radiation antenna. Another source of impulsive signals is
ultrawideband (UWB) signals that cover the GPS operating band and find increasing number of
applications in outdoor and indoor environments.

This chapter considers the effect of impulsive noise on the GPS receiver performance, specifically, its
delay lock loop (DLL). We use Middleton noise [3] and generalized Cauchy noise [4], which are two of
the canonical models that are widely used to describe the statistics of the impulsive noise. We also
examine the impact on the GPS receiver by automotive ignition noise and UWB noise models based on
experiment data provided in [5], [6]. The central limit theorem (CLT) is applied to characterize the noise
components resulting from the correlation with the early, late, and punctual C/A reference code. It is
shown that the correlator noise is also Gaussian. The variance of the discriminator is derived and shown
to be highly dependent on the signal-to-noise ratio (SNR), sample rate, and precorrelation bandwidth.

Computer simulations are performed and compared with theoretical results.
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2. The Impulsive Noise Models

2.1. Middleton noise model

Middleton impulsive noise model [3] is composed of both Gaussian and impulsive noise components.
The probability density function (PDF) is defined by two parameters A and 7. The term A represents the
product of the average duration of the pulse and the average number of pulses occurring in unit time.
Small values of A increases the impulsiveness of the noise, whereas large values of A move the model
closer to a Gaussian distribution. The parameter, " =c.%/c,%, is defined as the Gaussian-to-impulsive

2 2

power ratio, where o, represents the Gaussian noise power and o,” is the impulsive noise power. The

total noise power is

6’=064"+0, (4.1)
The PDF is given by
eAAT 1 2’
P =F=—— . 7) (4.2)
mo M 2n6° 20,

where

o 2 _(M/A)+T (4.3)
" 1+T '

If A is sufficiently small, then we can simplify the model by only keeping the dominant terms in (4.2)

corresponding to m = 0, 1, 2 [7]. In this case, the noise PDF function, shown in Figure 1(a), can be

approximated by

¢2,£-AAm ) |Z| ) (44)

1
exp(-
mo M fono 2 26,

A sample of Middleton noise sequence is shown in Figure 1(b).

pz(z) =
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2.2. Generalized Cauchy noise model

A generalized Cauchy probability density function is defined in terms of three parameters, o, k > 0 and
v>0[4],

» T(A/K) 2, B= ko Y (v +1/K) (4.5)
I'(3/k)

B _
Pz)= B o A= 2AT (0)[(L/K)

1 kyv+l/k
{1+;[X] }

In the above equation, T'() is the Gamma function, given by
I'(a) = Jx""le’xdx (4.6)
0

The parameter k controls the impulsiveness of the noise, whereas » controls the noise variance and ¢ is a

scale parameter. In the example shown in Figure 2, we set k= 0.2, v =40, and ¢°=4.7.

2.3 Ignition noise model

The motor ignition noise based on the experiment data [5] is a statistical process consisting of two
distributions: a Weibull distribution, due to the high power peaks, and a Gaussian distribution, due to
other low power values. These distributions are thown in Figures 3(a) and 3(b), respectively. The Weibull

distribution PDF is given by
p(z) =abz* e /" (4.7)
where a = 1.14 and b = 4.00. The inter-arrival times between successive noise peaks are shown to be

exponentially distributed, as depicted in Figure 3(c). The sample noise sequence is provided in Figure

3(d).

2.4. UWB noise model

The UWB type of noise generated using multiple UWB signal sources is reported in [6] based on several
data measurements. It was concluded that the amplitude of the aggregate UWB signals approximates a
Rayleigh distribution, which is shown in Figure 4(a). Figure 4(b) gives the sample sequence of the noise

with unit variance.
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3. DLL Performance Under Impulsive Noise

The major operations for code synchronization in the DLL are the cross-correlations performed of the
incoming data and the receiver reference code. Figure 5 shows three pairs of correlators required to

produce three in-phase components, I., I, , I, and three quadraphase components Q:, Q,, Q, ,

respectively corresponding to the early (E), punctual (P) and late (L) reference C/A codes. With the above

six components, the receiver could construct at least three different DLL discriminators 8 namely

Coherent
D=(I-1,)sign(l;) (4.8)
Early-minus-late power (honcoherent)
D=(I"+Q%)-(1.°+Q, %) (4.9)
Dot-product (noncoherent)
D=(-1): +(Q-Q.)Q; (4.10)

where sign(l,) is the sign of the navigation message data bit. Ideal synchronization is reached by finding

the location of the correlation peak. Commonly, the discriminator determines the peak correlation
location by reaching zero output value. The output of correlator j, corresponding to the
Figure 5: GPS DLL cross-correlation process early, punctual or late stage, when the summation is

performed over T (usually 0.001) seconds, can be written as [9]:
Iy =i;+mn, = @MR(tj)COS(p +ny, Q;=0;+ng = @MR(rj)sin(p+nQJ- (4.11)
where S is the signal power, M is the number of samples used in cross-correlation computations (usually

it is an integer multiple of 1023), ¢ is the residual phase tracking error at the time, R(t;) is the cross-

correlation function between the incoming C/A code and the reference code corresponding to stage j for a

delay t;, and n, and n; are the in-phase and quadraphase noise components of the correlator outputs.

Clearly, if g;; represents the reference code samples, and n;; and n,; represent the input noise samples,

then the noise components can be expressed as
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M

M
n; = Zgj,in i o Ng = Zgj,ian,i (4.12)
i1

i=1

3.1. Sample rate

The C/A code consists of 1023 chips. In order to generate the proper early and late correlation functions
for the discriminator, the sample rate, i.e. the number of samples per chip, becomes dependent on the
early and late correlator spacing d. For d = m/n chips, where m and n are integers, forming an irreducible
fraction, then the number of samples per chip should be no less than 2n, if m is not a multiple of 2, or no
less than n, if m is a multiple of 2. In Figure 6, we choose the coherent discriminator and set the early-late
correlator spacing to 1 chip. Accordingly, the number of samples per chip should be 2. Without multipath
and noise, the discriminator output, which is the difference between the early and late correlators,

assumes zero value at synchronization.

3.2. Precorrelation filtering

The precorrelation filter in GPS receiver is used to suppress out-of-band noise and interference. However,
filtering may cause correlation changes and removes the sidelobes of C/A code spectrum. Figure 7 shows
the GPS frequency spectrum transformation due to the application of Butterworth filter.

The effect of the filter on the C/A code autocorrelation function is broadening its peak [10], as shown
in Figure 8. Therefore, the early-late correlator spacing has to be selected sufficiently large to keep the
discriminator properly functioning over a linear range. As evident from Figure 8, the correlation function
is not absolutely symmetric, which leads to slight deflection of zero-delay error point. The ideal band
limited filtered noise has a sinc autocorrelation function, rather than a delta function. In baseband,

sin(nB;t)

Bt

Ry (1) = (4.13)

where B, is the precorrelation filter bandwidth of 2 MHz. Noise samples spaced by 0.5 microseconds are

uncorrelated. Oversampling will generate correlated noise samples which will adversely affect the

discriminator performance. Correlated and uncorrelated noise samples distort the early and late

104



correlation functions, causing the discriminator output to assume non-zero values at the correct signal
propagation delay. Figure 9 shows the distorted correlation and discriminator function in -10 dB
impulsive noise.

To evaluate the discriminator error, we use the dot-product discriminator as an example. From (4.10)
and (4.11), the discriminator output is:

D=(lg-1)1p +(Qe -Qu)Qp = (i -i +meg = )(p +Mp) + (e -0l +Mge N )(Ap +Mgp) (4.14)
Thus, the discriminator variance is

Var(D) = E[is" (e —mu)? +np” (e =M% + 86" (Moe —Mot)* +Mop” (Moe —Mar)’] (4.15)

where

E[(Me —n)?1= El(Mge —MoL)*1=2(EMe*1- EMien 1)

k-t . o sin(inB, /B,) & . .. sin(inB; / B,)
2P [dM M-i)l+d—i/k)———242 M-i)(l—i/k)————2 4.16
Z[dM + ;( NA+d-i/k) inB, /B. + l(;j( A-i/k) inB, /B. (4.16)
kikd- . ., sin(inB, / B,)
- M—i)(@—|kd —i|/ K) ———s<
iz:ll( i)( | || ) inB, /B. ]
E[Tl|p2(me _nn_)z] = E[nQPZ(nQE —ﬂQL)Z]
Kt sin(inB, /B,) kgt . sin(inB, /B,)
_ 2P 2 M+ 2 (M —i)(i—i/Kk)Sn0mB /B 1rm M =)@+ d —i/k) 20 T Bs)
M+ 23 (M- )a- /0SS SAM - 3 (M- d iR EE
&t . o sin(inBg /B,) ket . . sin(inB; / B,)
2 M-DA-i/k) —————2— M—-i)(@1-|kd —i|/ K) —————=% 4.17
+ k_zk:d( N-i/k) inB, /B, ; (M—i)(1—|kd i/ k) inB, /B, 1 (4.17)

The derivation of the above equations is lengthy and given in Appendix A.

4. Simulations

In this section, we present the results obtained from 20,000 Monte Carlo trials, generated based on the
noise models described before. The purpose is to evaluate the effects of the precorrelation bandwidth and
sample rate on the early-late discriminator error variance. We compare the analytical results with the

simulations results. The first set of simulation provides the details of how the discriminator error variance

105



changes according to the precorrelation bandwidth. The second set of simulations shows the discriminator
statistics in terms of the sample rate.

In the first set of simulations, we compute the values of discriminator error variance over different
precorrelation bandwidths of 2, 4, 6, 8, and 10 MHz. The sample rate is fixed to 30 samples per chip, and
the early-late correlator spacing is set to 0.4 chips. Both UWB noise and Middleton’s impulsive noise are
considered. The signal-to-noise ratio (SNR) is set to -30 dB. Figure 10 shows that the discriminator error
variance decreases as the precorrelation bandwidth increases. It is evident that the analytical and the
simulation results are similar. The result demonstrates that a narrow precorrelation bandwidth

compromises the discriminator performance. For a clear view, we divide the discriminator error variance

based on (4.15) into four components, (a) E[i,"(me-n,)°1 ., (b) E[dp" (Mee —Mo)’1 + (€)
Elne’ (e —My)’1, and (d) EMng,’ (ge —No)?] - Figure 11 shows the simulation and the analytical

behaviors of those components, which are clearly similar.

The second set of simulations also applies UWB noise and Middleton’s noise. Figure 12 shows the
different values of discriminator error variance with different sample rates of 5, 10, 15, 20, and 30
samples per chip, under SNR of -30 dB. The precorrelation bandwidth is fixed as 2 MHz and the early-
late correlator spacing is set to 0.4 chips. We find that the discriminator error variance increases as the
sample rate increases. This simulation results agree with the corresponding analytical results. Figure 13
depicts the close simulation and analytical values of the four components, which sum up to the
discriminator error variance of Figure 12.

By examining the contributions of the four components (a), (b), (c) and (d) to the discriminator error,
we find that both (a) and (b) have the signal power terms iF,2 and q,°, whereas (c) and (d) only include

the noise power terms. This means that (a) and (b) dominate the discriminator error variance at high
SNRs, whereas (c) and (d) play a more important role at low SNRs. Figure 14 shows the values of the
aforementioned components at different SNR of -90, -70, -50, -30 and -10 dB, with the sample rate of 10

samples per chip and an early-late correlator spacing of 0.4 chips.
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5. Conclusions

Several impulsive noise models were adopted to evaluate their effect on the delay lock loop of the GPS
receiver. We defined the required sample rate for the early-late discriminator and performed statistical
analyses of discriminator error variance induced by the impulsive noise, the precorrelation bandwidth,
and the sample rate. The required sample rate is dependent on the early-late correlator spacing. A
narrower spacing requires more samples per chip. The use of the precorrelation filter may change the
correlation between noise samples, which subsequently affects the discriminator error. Narrower
precorrelation bandwidth and higher sample rate lead to increased discriminator errors. With reasonable
and careful selections of the sample rate and the precorrelation bandwidth, the GPS synchronization error

can be limited.
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Appendix A
We begin with the variance expression (4.15)

E[(ne _nn_)z] = E[mEZ] + E[nle] - 2E[nen, ] (A1)

We note that,

Elne’ 1= E[(Xn0)g)’]

=E[Z(n(i)9(i))2 + 2“(1)9(1)Zn(i)9(i) + 2n(Z)EIJ(Z)Z,n(i)g(i) +-+2n(M -1)g(M -1)n(M)g(M) ] (A2)

where n(i) represents the noise sample, g(i) is the C/A code sample, and M is the total number of samples.
For simplification, we use

R()=1-i/k fori=1,2,...,k-1; R(@)=0 fori=k,k+1,....,M (A.3)
where k is the number of samples per chip, to approximate the correlation function between the filtered
and the reference C/A code, and

sin(inB; / B,)

R, (i)=P, A4
fn (I) n i‘lth /Bs ( )

for the noise correlation function, in which P, is the noise variance. Thus, (A2) becomes

k-1 ) ) in(i /B,)
E[n 1= P, [M+25 (M—i)a—i/k) S8 /B,) A5
[ne] h [M+ ;( L—-i/k) inB, /B, 1 (A.5)
where the total number of samples M = 1023k. Similarly,

E[nn_z]:E[mEz]:E[mpz] (A.6)

Moreover,

Elnen. ] = EL @) (n0)gi+ka)]
= E[Y n()g@n)o(i + k)]

+E[ n(l)g(l)i n(i)g(i + kd) + n(2)g(2)i n(i)g(i + kd) +---+n(M-1)g(M -)n(M)g(M +kd) ]

i=2 i=3
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+ E[n(2)g(2)n(Q)g@+ kd) + n(3)g(3)Zn(i)g(i +kd)+---+ n(M)g(M)Zn(i)g(i +kd) ]

= Pn{(1-d)M+k7kdil(M—i)(1—d—i/k)% Z (M—i)(A—|kd =il / k)

sm(mB /By )} (A7)

From (A.5), (A.6) and (A.7), (A.1) becomes

E[(M e _nn_)z] = E[(HQE —HQL)Z] = 2(E[H|EZ]—E[H|EH|L])

k- . . sin(inB; /B,) sin(inB, /B,)
2P [dM M-i)1+d- /k— 2 M-i)d-i/k) ————= A.8
2 [dM + Z;, (M-i)Q+d=i/k) B, /B. kzk‘,d( i)( ) B, /B. (A.8)

k-+kd-1 . sin(inB; / B;)

- Zl (M—i)(2—|kd—i[/ k) T ]

Based on Central Limit Theorem (CLT), it’s obvious that all the noise components n, and n, are zero
mean Gaussian random variables. It is known that, for zero mean Gaussian variables n,,n,,n,,n,,

E[min,nsna] = E[myn,1EMsn,] +E[Myn;1EM M, ]+ E[Myn, JEM,M;] (A.9)

Therefore, we have

EMie’ (e —nu)?1=EMos” (Mge —Mou)’]

= 2(EMp nie" 1-EMp nien )

= 2(E[np " JEM;e "1+ 2E° M pnie ] - EMp* IEMeny 1 - 2EMpn e JEM e, ])
= 2(E[np " JEM;e*1-EM;p " JEM e, 1)

= 2E[n ;" 1(EMie*1-EMieni )

k-1 i H k—kd-1 H H
—2P.2[M +22(M—i)(l—i/k)—s"::ng//BBS)][dM+ > (M—i)(1+d—i/k)—SIr;:ng//BBS)
i=1 f s i=1 f s
S . oosin(inB, /B,)  kkdt . . sin(inB, /B,)
23 (M=i)L=i/k) 2B 1) NN v iy (= [kd i k) S T )
#22 MDA = 2= 3 (M= =i/l == =]
(A.10)
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Chapter 5
Maximum Signal-to-Noise Ratio GPS Anti-Jam Receiver
with Subspace Tracking

1. Introduction

Global Positioning System (GPS) is a tool to determine position, velocity, and precise time worldwide by
measuring the time-of-arrival of signals emitted from satellites. In addition to its original military
purpose, GPS has found a wide range of civilian applications such as navigation, land surveying and
mapping, and timing and synchronization for telecommunication networks.

For GPS applications, the main challenges are the vulnerability of the GPS receivers to strong
interference and the multipath effects on receiver synchronization. GPS employs spread-spectrum (SS)
signaling, which provides a certain degree of protection against interference. However, if the interfering
signal’s power exceeds the 30 dB processing gain offered via the spreading/dispreading of the GPS C/A
signal, the receiver is unable to recover the navigation information conveyed in GPS signal. Therefore,
the design of GPS receivers must mitigate the interference and combat its effect on the receiver’s ability
to synchronize with different satellites. Multipath, on the other hand, is caused by signal reflections and
diffractions between the satellite and the GPS receiver. In GPS, the desired signal is the direct path signal.
All other signals distort the desired signal and lead to ranging measurement errors.

In this chapter, we propose an interference suppression scheme which combines subspace tracking and
adaptive beamforming. Specifically, the received signal is first projected into its noise subspace. The
resulting interference-free signal is then processed by a spatial filter, whose weights are determined by the
maximum signal-to-noise ratio (MSNR) criterion. Computer simulations have shown that the proposed

method is effective in combating strong interference and enhancing the GPS signal.
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2. Subspace Tracking Interference Suppression

2.1. Signal Model

The GPS receiver is equipped with an M-element spatial array, as shown in Figure 1. The waveforms
impinging on the array are those of the GPS signal and its multipath, interference, and noise. After down-
conversion and chip-rate sampling, the received signal vector from the antenna array can be presented in

discrete-time format as

x(n) = kZ:sk (n)c, (nT, =z, (n))a, + IZ: u, (n)d, +v(n) (5.1)
where
T, Nyquist sampling interval;
K number of multipath components;
s.(n) kth signal component;
Cy kth C/A-code sample;
7. (n) time-delay of the kth component;
a, spatial signature of the kth satellite multipath;
L number of interferers;
u,(n) waveform of the Ith interferer;
d, spatial signature of the Ith interferer;
v(n) additive white Gaussian noise sample vector.

Due to the weak cross-correlation of the C/A-codes, only one satellite is considered in Eq. (5.1). The

subscript O is designated to the direct-path signal. Let s(n) =s,(n)c,(nT, —7,(n))a, denote the data

vector across the array due to the direct-path signal. Then, Eq. (5.1) can be rewritten as
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x(n) U s(n)+s,,(n)+u(n)+v(n) (5.2)

where s (n) denotes the contributions from K multipath reflections,

(M) 1 D, (M)c, (0T, — 7, (M), 53)

L
and u(n)[J ZU, (n)d, is the compound interference vector.
1=1

2.2. Subspace Tracking Based Interference Suppression

Under the assumption that the GPS signals, interference, and noise are independent, the covariance matrix

of the received signal becomes

R, =E{X(Mx"(n)}=R,+R, +R, (5.4)
where E{-} represents the statistical expectation, (D)H denotes conjugate transpose, and R, R, and
R, are the covariance matrices of the GPS signals, the interference, and the noise, which are defined,

respectively, as:

R, [ E{[s(n)+sm(n)][s(n)+sm(n)]H} (5.5)
R, 0 E{u(mu" (n)} (5.6)
R,OE {v(n)vH (n)} =o’l, (5.7)

where 1, isan MxM identity matrix.

The subspace tracking based GPS anti-jam receiver is motivated by the fact that in GPS, the desired
GPS signals are well below the noise floor (usually 20 to 30 dB below the noise floor). As such, the total
received signal power is dominated by the jamming signals. In this case, the covariance matrix R, is
approximated as [1]

R, ~R,+R, (5.8)
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By performing singular value decomposion (SVD) of R, we can effectively decompose the received

XX !

signal into two subspaces:

L M
H H 2 H
Aee =) Aeel +o, E €€

M
R =
: Zl = “Th (5.9)
JUXxU+u,x, Uy
where X, =diag {/11, ZL} is an LxL diagonal matrix whose elements are the L largest eigenvalues.

U, is an MxL matrix whose columns, eigenvectors €,,---€, associated with L largest eigenvalues, span
the interference subspace. ¥, = o1, , contains the rest M-L eigenvalues, which are assumed to be

equivalent to GVZ, and the columns of the MxM-L matrix Uy are the associated M-L eigenvectors, which
span the noise subspace. Note that vectors {dl, dL} also span the interference subspace, i.e.,

span{e,, ---, e }=span{d, ---, d} (5.10)

Even though the spatial signatures d,, I=1,--,L of the interferers are usually unknown at the receiver,

the interference subspace can be explicitly obtained by first computing an estimate of R then

_
performing SVD. For large arrays, however, the eigendecomposition imposes heavy computational
burdens on the receiver. Therefore, such method may not be suitable for real time processing of GPS
signals. An alternative approach is to use the so called subspace tracking techniques [2]. Such techniques
are especially suitable for GPS because the power of the interferer is much stronger than that of the GPS
signal, and the number of interferers is limited which, in turn, limits the dimension of the interference

subspace. Subspace tracking estimates the interference subspace recursively on a sample-by-sample basis

and, thus, avoids explicit calculation of the matrix R,, . For the anti-jam GPS receiver, we use the

projection approximation subspace tracking with deflation (PASTd) method proposed in [3]. The PASTd
algorithm first estimates the most dominant eigenvector and the projection of the received data onto this

eigenvector is then removed from the received data. Now the second dominant eigenvector becomes the
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most dominant one in the updated data vector and it can be extracted as well. Repeating this procedure,
all desired eigencomponents can be estimated sequentially. The PASTd algorithm is summarized in
Table 1.

Table 1: The PASTd Algorithm

Choose an initial e(0) properly

Forn=1,2,--- Do

X, (n) =X(n)
Forl=1toL Do
o (n) =e/' (n-1)x,(n)
71(n) = By, (N=1) + e (n)

[ X, (M) =&, (N=1)at, (n) ]y (n)
7 (n)

e (n)=e(-D+

X,1(N) =%, (n) —¢, (N)a, (n)

Usually, the initial e(0) can be chosen from an identity matrix. In the above algorithm, ej is an
estimate of the Ith eigenvector and y, is the corresponding eigenvalue, and 0 < B <1 is the forgetting

factor.
Once the interference subspace is available, the noise subspace can be obtained from the orthogonal

projection of the interference subspace, which is given by
U =1,-U-(Ui'u,)"u; (5.11)
where (D)_1 denotes matrix inverse. Therefore, columns of U,l span the noise subspace. The projection
of x(n) onto U; yields
y(n) =U;x(n) = Uy [s(n)+s,,(n)]+U;v(n) (5.12)

which only contains contributions from the GPS components and noise.
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3. MSNR Beamformer

From the above discussion, we know that by projecting the received data onto the noise subspace, the
interfering signals are completely suppressed. After the suppression of the interference, the GPS signal is
still far below the noise floor. In order to synchronize the receiver with the satellite, which is usually
achieved by cross-correlating the received data with a locally generated C/A-code and identifying the
maximum value, the GPS signal must be enhanced. To this end, we design a filter such that the output of
the filter achieves the maximum signal-to-noise ratio (MSNR).

Let w be the Mx1 weight vector. Then, the output of the filter is given by

z(n) =w"y(n)

5.13
=w"U; [s(n)+s,,(n)]+w"U;v(n) (.43
and the filter w is determined from
E{‘w“ U, [s(n)+sm(n)]‘2}
Wysne = mvex b >
E{‘W Uy v(n)| } (5.14)
w"UR.UMw
= max

wo whUTUMw
Equation (5.14) indicates that the determination of beamformer w requires the power of the GPS
signal (contains both the power from the direct-path signal and the contributions from its multipath
components) at the receiver. Generally, the calculation of the GPS signal power requires some a priori
knowledge of the satellite. For example, as indicated in [4], if the location of the satellite is known, then
the GPS signal power can be computed as follows. Assume that the satellite is located at the angle (6, ).
For GPS, the temporal autocorrelation of the transmitted signal, which is essentially the autocorrelation

function of the Gold code denoted as R, () is known. The MxM matrix R is calculated in the absence

of interference and noise. Let 7(m) denote the phase shift for the GPS satellite at the angle (6,y) to the

mth antenna and let r [J [ej”(l) ej”(M)]T . Then, R, isgivenby R, =R (0)rr".
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On the other hand, if the satellite location information is not available at the receiver, we take an
alternative approach to solve the above maximization problem. From Eq. (5.12) we know that y(n) only
contains contributions from the GPS signals and noise. Due to the weakness of the GPS signals, the

output of the projection is dominated by noise. Note that

2

E{WH n }
Wy () _WHUIR, UM w
E{‘W“va(n)r} o WU U w

(5.15)
_W'UiR.U"w 1
ow"UU M w
which shows that the beamformer w that maximizes
H 1L 1H
W URY, W 5.16)
o,w U U w
also maximizes
H 1 1H
W Rty W (5.17)
o,w U U w
Therefore, the filter w can be found by solving
H 1 1H
w UR Uw
W onr = Max L (5.18)

wo oiw"UrU M w
Thus, the optimum w is the eigenvector corresponding to the dominant eigenvalue of the following
generalized eigenvalue problem:

U'R U Mw= U U"w (5.19)
where x denotes the dominant eigenvalue, which is also the maximum SNR.

In practice, R, is replaced by its sample estimate, which can also be computed recursively [5].
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4. Simulations

A linear uniform array consisting of M=7 sensors with half-wavelength spacing is used in the simulation.

In the first simulation, we investigate the convergence of the PASTd algorithm. In this experiment,
there is one jammer added to the received signal and we set the signal-to-noise ratio (SNR) to -10 dB and
signal-to-interference ratio (SIR) to -30 dB. This lead to the interference-to-noise ratio (INR) of 20 dB.
Figure 2 shows that after 250 samples, the eigenvalue converges to the true INR of 20 dB.

In the next experiment, we examine the interference suppression performance of the proposed GPS

receiver. There are two jammers located at 30" and 600, and the satellite is at 10 . Figure 3 shows that the
receiver can successfully generate high gain toward the satellite direction, while placing deep nulls at the
jammer locations. By using the proposed GPS receiver, the desired GPS signal is enhanced, whereas the
jammers are suppressed.

Finally, we investigate the proposed receiver’s synchronization capability.  Generally, the
synchronization can be achieved by cross-correlating the received signal with the locally generated C/A-
code [6]. When the receiver synchronizes with the satellite, there is a maximum correlation. In the
simulation, we considered three different scenarios to illustrate the receiver’s performance. We set SNR=
-30 dB and SIR=-40 dB. In the first case, the received signal is directly correlated with the C/A-code and
the resulting normalized cross-correlation is shown in Figure 4(a). It is noted that without any processing,
the synchronization fails. If only the interference suppression is applied, the receiver is able to
synchronize with the satellite after the cross-correlation, but the noise contribution remains significant, as
shown in 4(b). With the proposed receiver, however, the noise can be drastically reduced. This is shown

in 4(c).
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5. Conclusions

In this chapter, we have considered the problem of interference cancellation in GPS. Specifically, a GPS
receiver combining the subspace interference suppression and MSNR beamforming is proposed. Through
computer simulations, we have shown that the proposed receiver is capable of providing high gains for

the desired GPS signal while suppressing the strong interferers.
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